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Abstract

This publication serves as a guide to help Federal information security programs and Federal privacy
programs understand the level of collaboration that may be appropriate during the implementation step
of the National Institute of Standards and Technology (NIST) Risk Management Framework. For each
control and control enhancement listed in NIST Special Publication (SP) 800-53 Revision 5, Security and
Privacy Controls for Information Systems and Organizations, this publication provides a Collaboration
Index value that denotes the level of collaboration that may be appropriate. For ease of use and to
allow for increased flexibility, this publication includes both a three-point scale and a five-point scale.




Background

During a preliminary draft of NIST SP 800-53 Rev. 5, OMB and NIST piloted the development of a
Collaboration Index for security and privacy controls. The Collaboration Index was designed to provide
guidance on the level of collaboration that may be appropriate between Federal information security
programs and Federal privacy programs during the implementation step of the NIST Risk Management
Framework. However, the Collaboration Index was not completed or incorporated into the final version
of NIST SP 800-53 Rev. 5 that was published in September 2020.

In 2021, the Federal Privacy Council established the Privacy Risk Management Working Group to provide
a forum for agency privacy professionals to identify and develop best practices for managing privacy
risks. The working group, in concert with the leadership of the Federal Privacy Council, recognized that
there was a lack of guidance for agencies on the collaboration between information security programs
and privacy programs when implementing controls. As a result, the working group decided to complete
the Collaboration Index, in concert with partners from OMB, NIST, and the Chief Information Security
Officer (CISO) Council.

Over the next year, the working group formed a series of sprint teams led by privacy co-leads that
systematically reviewed each of the controls and control enhancements in the NIST SP 800-53 Rev. 5
control catalog. The sprint teams proposed Collaboration Index values using the same basic three-point
and five-point scales that OMB and NIST had piloted during the development of NIST SP 800-53 Rev. 5
(see Collaboration Index Key). The proposed Collaboration Index values were then reviewed by a team
of co-leads from the information security community that were selected through a solicitation from the
CISO Council. Finally, the privacy co-leads engaged in a series of collaborative meetings with the
information security co-leads to reach consensus on Collaboration Index values for each of the controls
and control enhancements in NIST SP 800-53 Rev. 5.

This publication represents a milestone in the partnership between the Federal privacy and Federal
information security communities. The yearlong process to develop this publication epitomized the
value of collaboration that the publication itself is intended to promote. The Federal Privacy Council and
the CISO Council hope that privacy and information security officials find this to be a useful document
that elevates the partnership between the two communities and promotes our shared objectives of
fostering secure and privacy-protective information systems across the Federal Government.

Should you have questions or comments about this publication, you may contact the Federal Privacy
Council at privacy.council@gsa.gov.
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The Collaboration Index and Privacy Implementation Considerations Column in CNSSI 1253

At the same time the Federal Privacy Council and the Chief Information Security Officer Council were
working to develop this Collaboration Index for Security and Privacy Controls, a separate working
group under the Committee on National Security Systems was working to update the Committee on
National Security Systems Instruction (CNSSI) 1253, Categorization and Control Selection for National
Security Systems.

CNSSI 1253 provides all Federal Government departments, agencies, bureaus, and offices with
guidance on the first two steps of the Risk Management Framework (RMF), Categorize and Select, for
national security systems (NSS). Included in the update to CNSSI 1253 is a Privacy Implementation
Considerations column that identifies controls that are not included in the NSS privacy control
baseline, but the implementation of which may introduce privacy risks and, therefore, if selected to
address security objectives, require coordination with an agency’s privacy program.

The Collaboration Index for Security and Privacy Controls provided in this publication has a different
scope and purpose from the Privacy Implementation Considerations column in CNSSI 1253. The
Collaboration Index for Security and Privacy Controls is not specific to NSS and provides general
guidance on the level of collaboration that may be appropriate between information security
programs and privacy programs during the implementation step of the RMF for all information
security and privacy controls.

References
Office of Management and Budget, Circular No. A-130, Managing Information as a Strategic Resource
NIST SP 800-37 Rev. 2, Risk Management Framework for Information Systems and Organizations
NIST SP 800-53 Rev. 5, Security and Privacy Controls for Information Systems and Organizations

NIST SP 800-53B, Control Baselines for Information Systems and Organizations

How to Use the Collaboration Index

This publication may be used as a guide to help Federal information security programs and Federal
privacy programs understand the level of collaboration that may be appropriate during the
implementation step of the NIST Risk Management Framework. This publication does not establish or
modify any requirements in law, regulation, or policy. The Collaboration Index values provided in this
document represent a starting point to encourage discussion between information security and privacy
officials within each agency. Agencies are expected and encouraged to deviate from the levels of
collaboration envisioned in this document when necessary to account for divergent needs, missions,
structures, and authorities. Agencies should consult with their leadership, legal counsel, and technical
experts to determine the appropriate processes for implementing security and privacy controls.



Collaboration Index Key

Collaboration Color Key

S SP P
S Sp SP Ps

5-GRADIENT SCALE 3-GRADIENT SCALE

Controls are primarily implemented by
security programs — minimal collaboration

S needed between security and privacy Security programs have primary
programs. S responsibility for implementation — minimal
Controls are generally implemented by collaboration needed between security and
Sp security programs — moderate collaboration privacy programs.
needed between security and privacy
programs.

Security and privacy programs both have
responsibilities for implementation — more
than minimal collaboration is needed
between security and privacy programs.

Controls are implemented by security and
SP | privacy programs — full collaboration needed | SP
between security and privacy programs.

Controls are generally implemented by
privacy programs — moderate collaboration

Ps needed between security and privacy Privacy programs have primary responsibility
programs. p for implementation — minimal collaboration
Controls are primarily implemented by needed between security and privacy
privacy programs — minimal collaboration programs.
needed between security and privacy
programs.

This publication provides Collaboration Index values for each of the controls and control enhancements
in NIST SP 800-53 Rev. 5. The values are provided using two different scales — a 5-gradient scale and a 3-
gradient scale. The two scales were created by OMB and NIST during the development of a preliminary
draft of NIST SP 800-53 Rev. 5. The only difference between the two scales is the level of resolution and
granularity provided. The 5-gradient scale provides additional resolution and granularity, compared to
the 3-gradient scale. The values for the 3-gradient scale are derivative of the values selected for the 5-
gradient scale. For example, if an “Sp” value was selected for a particular control on the 5-gradient
scale, then the selection of an “S” value was required on the 3-gradient scale.

In addition to the Collaboration Index values, this publication also uses a scheme of color coding to serve
as a visual cue to illustrate the value for each control. The color coding is only intended to reinforce the
underlying Collaboration Index value for each control and not to provide additional guidance.
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AT-3(2) |Role Based Traini Physical S ity Control
(2) |Role Based Training ysical Security Controls = Gradient Scale 3
3-Gradient Scale SP
AT-3(3) |Role Based Traini Practical E i
(3) |Role Based Training ractical Exercises = Gradient Scale 5P
L Processing Personally 3-Gradient Scale P
AT-3(5) |Role Based Trainin
) & Identifiable Information 5-Gradient Scale X
3-Gradient Scale SP
AT-4  [Training Records
& 5-Gradient Scale SP X X X X
3-Gradient Scale SP
AT-6 [Training Feedback
& 5-Gradient Scale SP
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» g
: o 2=z =
. N vodel g3 g2 3% g%
Audit and Accountability (AU) Collaboration £S5 28 wo 29
50 532 %3 53
Index Value "3 S § =+ @I
= o =@ o
o 3 -
- m
3-Gradient Scale SP
AU-1 [Policy and Procedures X X X X
1y ) 5-Gradient Scale SP
3-Gradient Scale S
AU-2 [Event Loggin X X X X
v geing 5-Gradient Scale S
- i S
AU-3 [Content of Audit Records 3 Grad!ent Scale X X X
5-Gradient Scale Sp
Additional Audit - i S
AU-3 (1) |Content of Audit Records I |on.a ud! 3 Grad!ent Scale X X
Information 5-Gradient Scale Sp
Limit P lly Identifiabl - i SP
AU-3 (3) |content of Audit Records imi er.sona y ldentifiable | 3 Grad!ent Scale x
Information Elements 5-Gradient Scale SP
3-Gradient Scale S
AU-4  [Audit Log Storage Capacit X X X
& 8 pacty 5-Gradient Scale S
. . 3-Gradient Scale S
AU-4 (1) |Audit Log Storage Capacity|Transfer to Alternate Storage -
5-Gradient Scale S
-Gradi S
AU-5 |Response to Audit Logging Process Failures 3 Grad!ent Scale X X X
5-Gradient Scale S
. . . . 3-Gradient Scale S
AU-5(1) [Response to Audit Logging|Storage Capacity Warning - X
5-Gradient Scale S
-Gradi S
AU-5(2) [Response to Audit Logging|Real-Time Alerts 3 Grad!ent Scale X
5-Gradient Scale S
Configurable Traffic Volume | 3-Gradient Scale S
AU-5(3) [Response to Audit Loggin
(3) P geing Thresholds 5-Gradient Scale S
i i S
AU-5(4) [Response to Audit Logging|Shutdown on Failure 3 Grad!ent Scale
5-Gradient Scale S
Alt te Audit Loggi - i | S
AU-5(5) [Response to Audit Logging ern?.e udrt Loeging 3 Grad!ent Scale
Capability 5-Gradient Scale S
- i [ S
AU-6 |Audit Record Review, Analysis, and Reporting 3 Grad!ent Scale X X X
5-Gradient Scale S
Aut ted P - i S
AU-6 (1) |Audit Record Review, Analy - o -€d Frocess 3-Gradient Scale x | x
Integration 5-Gradient Scale S
C late Audit R d - i | S
AU-6 (3) |Audit Record Review, Anal| ~0 < 2 ¢ AUGit Recor 3-Gradient Scale x | x
Repositories 5-Gradient Scale S
- i | S
AU-6 (4) |Audit Record Review, Anal{Central Review and Analysis 3 Grad!ent Scale
5-Gradient Scale S
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Int ted Analysis of Audit - i S

AU-6 (5) |Audit Record Review, Anal ntegrated Analysis of Audi 3 Grad!ent Scale
Records 5-Gradient Scale S
C lati ith Physical - i S

AU-6 (6) |Audit Record Review, Anal orr? a |-on Wi ysica 3 Grad!ent Scale
Monitoring 5-Gradient Scale S
i i S

AU-6 (7) |Audit Record Review, Anal{Permitted Actions 3 Grad!ent Scale
5-Gradient Scale S
Full Text Analysis of - i S

AU-6 (8) |Audit Record Review, Anal u- . ext Analys's o 3 Grad!ent Scale
Privileged Commands 5-Gradient Scale S
C lati ith Inf ti - i S

AU-6 (9) |Audit Record Review, Anal orrelation wi - nformation| 3 Grad!ent Scale
From Nontechnical Sources | 5-Gradient Scale Sp
i i S

AU-7 |Audit Record Reduction and Report Generation 3 Grad!ent Scale
5-Gradient Scale S
i i S

AU-7 (1) |Audit Record Reduction an|Automatic Processing 3 Grad!ent Scale
5-Gradient Scale S
- i S

AU |Time Stamps 3 Grad!ent Scale
5-Gradient Scale S
i i S

AU-9 [Protection of Audit Information 3 Grad!ent Scale
5-Gradient Scale S
i i S

AU-9 (1) [Protection of Audit Inform{Hardware Write-Once Media 3 Grad!ent Scale
5-Gradient Scale S
St S te Physical - i S

AU-9 (2) |Protection of Audit Inform ore on Separate Physica 3 Grad!ent Scale
Systems or Components 5-Gradient Scale S
3-Gradient Scal S

AU-9 (3) |Protection of Audit Inform{Cryptographic Protection re !en cae
5-Gradient Scale S
A by Subset of - i S

AU-9 (4) |Protection of Audit Inform C_CL_:'SS ¥ SUDSEL o 3 Grad!ent Scale
Privileged Users 5-Gradient Scale S
- i S

AU-9 (5) [Protection of Audit Inform{Dual Authorization 3 Grad!ent Scale
5-Gradient Scale S
3-Gradient Scal S

AU-9 (6) |Protection of Audit Inform{Read-Only Access re !en cae
5-Gradient Scale S
St C t With - i S

AU-9 (7) |Protection of Audit Inform 'ore on omp0|'qen I 3 Grad!ent Scale
Different Operating 5-Gradient Scale S
i i S

AU-10 [Non-Repudiation 3 Grad!ent Scale
5-Gradient Scale S
R i S

AU-10 (1) Non-Repudiation Association of Identities 3 Grad!ent Scale
5-Gradient Scale S
Validate Bindi f - i S

AU-10 (2) Non-Repudiation alida e. inding o 3 Grad!ent Scale
Information Producer 5-Gradient Scale S
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i i S
AU-10 (3) Non-Repudiation Chain of Custody 3 Grad!ent Scale
5-Gradient Scale S
Validate Bindi f - i S
AU-10 (4) Non-Repudiation alida e. in mg'o 3 Grad!ent Scale
Information Reviewer 5-Gradient Scale S
AU-11 [Audit Record Retention 3—Grad!ent Scale >
5-Gradient Scale S
Long-Term Retrieval -Gradi S
AU-11 (1) |Audit Record Retention oné 'e.rm etrieva 3 Grad!ent Scale
Capability 5-Gradient Scale S
i i S
AU-12 |Audit Record Generation 3 Grad!ent Scale
5-Gradient Scale S
. . System-Wide and Time- 3-Gradient Scale S
AU-12 (1) |Audit R dG t
(1)|Audit Record Generation Correlated Audit Trail 5-Gradient Scale S
- i S
AU-12 (2) |Audit Record Generation [Standardized Formats 3 Grad!ent Scale
5-Gradient Scale S
Ch by Authorized - i S
AU-12 (3) |Audit Record Generation aTn-ges y Authorize 3 Grad!ent Scale
Individuals 5-Gradient Scale S
P ter Audits of - i S
AU-12 (4) |Audit Record Generation Query Parame e-r' udits o 3 Grad!ent Scale
Personally Identifiable 5-Gradient Scale S
i i S
AU-13 [Monitoring for Information Disclosure 3 Grad!ent Scale
5-Gradient Scale Sp
i i S
AU-13 (1) [Monitoring for Informatior|Use of Automated tools 3 Grad!ent Scale
5-Gradient Scale S
N i S
AU-13 (2) [Monitoring for Informatior|Review of Monitored Sites 3 Grad{ent Scale
5-Gradient Scale S
Unauthorized Replicati f - i S
AU-13 (3) [Monitoring for Informatior nau o.rlze eplication of | 3 Grad{ent Scale
Information 5-Gradient Scale S
AU-14 |session Audit 3-Gradient Scale >
5-Gradient Scale S
i i S
AU-14 (1) [Session Audit System Start-Up 3 Grad{ent Scale
5-Gradient Scale S
R te Viewi d - i S
AU-14 (3)|Session Audit 'emo.e iewing an 3 Grad{ent Scale
Listening 5-Gradient Scale S
3-Gradient Scale S
AU-16 [Cross-organizational Audit Loggin
& gging 5-Gradient Scale S
i i S
AU-16 (1) [Cross-organizational Audit |Identity Preservation 3 Grad{ent Scale
5-Gradient Scale Sp
i i S
AU-16 (2) [Cross-organizational Audit [Sharing of Audit Information 3 Grad{ent Scale
5-Gradient Scale Sp
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AU-16 (3)

Cross-organizational Audit

Disassociability

3-Gradient Scale

SP

5-Gradient Scale

SP
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» g
S _§ 2 =
Model @3 Pz g§ ® &
Assessment, Authorization, and Monitoring (CA) Collaboration 85 89 oo 89
S50 53 %3 53
Index Value "3 S § =+ @I
= c =°© o
S 3 =
3-Gradient Scale SP
CA-1 [Policy and Procedures X X X X
y 5-Gradient Scale SP
3-Gradient Scale SP
CA-2 [Control Assessments X X X X
5-Gradient Scale SP
-Gradi Sp
CA-2 (1) |Control Assessments Independent Assessors 3 Grad!ent Scale X X
5-Gradient Scale SP
-Gradi Sp
CA-2 (2) |Control Assessments Specialized Assessments 3 Grad!ent Scale X
5-Gradient Scale SP
L ing Results fi - i SP
CA-2 (3) |Control Assessments everaging es.u s rom 3 Grad!ent Scale
External organizations 5-Gradient Scale SP
3-Gradient Scale SP
CA-3 [Information Exchange X X X
& 5-Gradient Scale SP
-Gradi SP
CA-3 (6) |Information Exchange Transfer Authorizations 3 Grad!ent Scale X
5-Gradient Scale SP
T itive Inf ti - i SP
CA-3 (7) |Information Exchange ransitive Information 3 Grad!ent Scale
Exchanges 5-Gradient Scale SP
3-Gradient Scale SP
CA-5 |Plan of Action and Milestones X X X X
5-Gradient Scale SP
3-Gradient Scale SP
CA-5 (1) |Automation Support for Accuracy and Currenc
@) PP ¥ v 5-Gradient Scale SP
3-Gradient Scale SP
CA-6 |Authorization X X X X
5-Gradient Scale SP
Joint Authorization — Intra- - i SP
CA-6 (1) |Authorization oin .u .orlza ion ntra 3 Grad!ent Scale
organization 5-Gradient Scale SP
Joint Authorization — Inter- - i SP
A6 (2) |Authorization oin .u .orlza ion nter 3 Grad!ent Scale
organization 5-Gradient Scale SP
3-Gradient Scale SP
CA-7 [Continuous Monitorin X X X X
& 5-Gradient Scale SP
-Gradi [ sp
CA-7 (1) |Continuous Monitoring Independent Assessment 3 Grad!ent Scale X X
5-Gradient Scale SP
-Gradi [ sp
CA-7 (3) |Continuous Monitoring  [Trend Analyses 3 Grad!ent Scale
5-Gradient Scale SP
3-Gradient Scale SP
CA-7 (4) |Continuous Monitorin Risk Monitorin X X X X
“) & & 5-Gradient Scale SP
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3-Gradient Scale SP
CA-7 (5) |Continuous Monitorin Consistency Analysis

) & y Y 5-Gradient Scale SP
Automation Support for - i | SP

CA-7 (6) |Continuous Monitoring L i 3 Grad!ent Scale
Monitoring 5-Gradient Scale SP
i i S

CA-8 [Penetration Testing 3 Grad!ent Scale
5-Gradient Scale S
Independent Penetrati -Gradi S

CA-8 (1) |Penetration Testing n e-pen ent Penetration 3 Grad!ent Scale
Testing Agent or Team 5-Gradient Scale S
- i | S

CA-8 (2) |Penetration Testing Red Team Exercises 3 Grad!ent Scale
5-Gradient Scale S
- ient Scal S

CA-8 (3) |Penetration Testing Facility Penetration Testing 3 Grad!en Scale
5-Gradient Scale S
i i S

CA-9 |[Internal System Connections 3 Grad!ent Scale
5-Gradient Scale Sp
-Gradient Scal sP

CA-9 (1) |Internal System ConnectiofCompliance Checks 3 Grad!en Scale
5-Gradient Scale SP
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E - 9 I
Model 25 22 33 2§
Configuration Management (Cm) Collaboration 25 8 § g2 8 9
Index Value 2 S 22 25 3 3
g s =° e
- ]
3-Gradient Scale SP
CM-1 |Poli dp d
olicy and Procedures = Gradient Scale <P X X X X
3-Gradient Scale S
CM-2 |Baseline Confi ti
aseline onfiguration 5-Gradient Scale Sp X X X
Aut tionS t fi 3-Gradient Scal S
CM-2(2) |Baseline Configuration utomation support for e !en cae X X
Accuracy and Currency 5-Gradient Scale S
Retention of Previous 3-Gradient Scale S
CM-2(3) |Baseline Configuration
3) & Configurations 5-Gradient Scale S X X
Development and Test 3-Gradient Scale S
CM-2(6) |Baseline Confi ti
(6) |Baseline Configuration Environments 5-Gradient Scale S
. ) . Configure Systems and 3-Gradient Scale S
CM-2(7) |Baseline Configuration
) & Components for High-Risk  |5-Gradient Scale S X X
3-Gradient Scale SP
CM-3  |Confi tion Ch Control
onfiguration Change Contro = Gradient Scale P X X
CM-3(1) Configuration Change Automated Documentation, [3-Gradient Scale S X
Control Notification, and Prohibition |5-Gradient Scale Sp
CM-3(2) Configuration Change Testing, Validation, and 3-Gradient Scale S X X
Control Documentation of Changes |5-Gradient Scale Sp
CM-3(3) Configuration Change Automated Change 3-Gradient Scale S
Control Implementation 5-Gradient Scale S
CM-3(4) Configuration Change Security and Privacy 3-Gradient Scale SP X X
Control Representatives 5-Gradient Scale SP
CM-3(5) Configuration Change Automated Security 3-Gradient Scale S
Control Response 5-Gradient Scale S
Configuration Change 3-Gradient Scale S
CM-3(6 Crypt hy M t
(6) Control ryptography WVianagemen 5-Gradient Scale S X
Configuration Change ) 3-Gradient Scale S
CM-3(7 Review System Changes
) Control ¥ & 5-Gradient Scale Sp
CM-3(8) Configuration Change Prevent or Restrict 3-Gradient Scale S
Control Configuration Changes 5-Gradient Scale Sp
3-Gradient Scale SP
CM-4 |l t Anal
mpact Analyses 5-Gradient Scale SP X X X X
3-Gradient Scale SP
CM-4(1) |1 t Anal S te Test Envi t
(1) |Impact Analyses eparate Test Environments = Gradient Scale P X
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CM-4(2) |Impact Analyses Verification of Controls 3:2:::::: zz::z §E
CM-5 |Access Restrictions For Change ::g::::z:: zz::z 2
CM-5(1) Access Restrictions For Automated Access . 3-Grad?ent Scale S
Change Enforcement and Audit 5-Gradient Scale S

CM-5(4) ,é;:](;isgseRestrictions For Dual Authorization ::g::::z:: 22::2 2
CM-5(5) Access Restrictions For Privilege'z Limitation for. 3-Grad?ent Scale S
Change Production and Operation  |5-Gradient Scale S

CM-5(6) é\;:isgseResmc“c’"s FOT | Limit Library Privileges zg::j:::: zz::z 2
CM-6 |Configuration Settings z:g::j:::: 22::2 2
cuot1) |contiguration sttings | eaton [Scradient S 3
CM-6(2) |Configuration Settings EEZF:;ZS to Unauthorized 2:2::3:::: zz::z 2
CM-7 |Least Functionality z:g::::::: zz::: 2
CM-7(1) |Least Functionality Periodic Review z:g::::::: zz::z Z
CM-7(2) |Least Functionality Prevent Program Execution ::g::::z:: zz::z 2
CM-7(3) [Least Functionality Registration Compliance ::g::::z:: zz::z 2
CM-7(4) |Least Functionality Unauthorized Software ::g::::z:: 222:2 2
CM-7(5) |Least Functionality Authorized Software z:g::::::: 222:2 2
CM-7(6) |Least Functionality Ei?iﬁzjiﬁci\;;?;ments i 2:2::::::: 222:2 2
CM-7(7) |Least Functionality ngﬁ;:iiu:tizn in Protected z:g::::::: zz::i 2
CM-7(8) |Least Functionality Ej(r;i[}/t:t:lzﬂ(a:zzze 2:2::::::: zz::z 2
CM-7(9) |Least Functionality E;Oath:):‘toi:igzézeH::deV:;e z:g::::::: zz::z 2
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3-Gradient Scale S
- |
CM-8 |System Component Inventory 5-Gradient Scale S
CM-8(1) System Component Updates During Installation |3-Gradient Scale S
Inventory and Removal 5-Gradient Scale S
System C t 3-Gradient Scal S
CM-8(2) ystem Lomponen Automated Maintenance e !en cae
Inventory 5-Gradient Scale S
CM-8(3) System Component Automated Unauthorized 3-Gradient Scale S
Inventory Component Detection 5-Gradient Scale S
System Component 3-Gradient Scale S
CM-8(4) ¥ P Accountability Information I
Inventory 5-Gradient Scale S
CM-8(6) System Component Assessed Configurations and |3-Gradient Scale S
Inventory Approved Deviations 5-Gradient Scale S
System Component . . 3-Gradient Scale S
CM-8(7 Centralized Repositor
) Inventory P y 5-Gradient Scale S
CM-8(8) System Component Automated Location 3-Gradient Scale S
Inventory Tracking 5-Gradient Scale Sp
CM-8(9) System Component Assignment of Components |3-Gradient Scale S
Inventory to Systems 5-Gradient Scale S
. . 3-Gradient Scale S
CM-9 |Configuration Management Plan = Gradient Scale S
Configuration 3-Gradient Scale S
CM-9(1 Assignment of Responsibilit
(1) Management Plan g P ¥ 5-Gradient Scale S
3-Gradient Scale S
-1 icti
CM-10 |Software Usage Restrictions 5 Gradient Scale S
Software Usage 3-Gradient Scale S
CM-10(1 Open-S Soft
(1) Restrictions pen-source software 5-Gradient Scale S
3-Gradient Scale S
CM-11 |User Installed Software = Gradient Scale S
CM-11(2) Software Usage Software Installation with 3-Gradient Scale S
Restrictions Privileged Status 5-Gradient Scale S
CM-11(3) Software Usage Automated Enforcement and|3-Gradient Scale S
Restrictions Monitoring 5-Gradient Scale S
. . 3-Gradient Scale SP
CM-12 |Information Location 5-Gradient Scale P
Aut ted Toolsto S t [3-Gradient Scal S
CM-12(1) |Information Location utoma ,e 00l _O Hppor e !en cae
Information Location 5-Gradient Scale Sp
. . 3-Gradient Scale SP
CM-13 |Data Action Mapping 5-Gradient Scale P
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CM-14

Signed Components

3-Gradient Scale

5-Gradient Scale

24




E - 9 I
< o 3 =
. . Model £f g2 ifzs
Contingency Planning (CP) Collaboration S 8 £ g 29
Index Value a S 2z ® a 3 2-
g e =° )
o =) -
- ]
3-Gradient Scale SP
CP-1 Poli dp d
olicy and Frocedures 5-Gradient Scale SP X X X
3-Gradient Scale SP
CP-2 |Conti Pl
ontingency Fan 5-Gradient Scale SP X X X
Coordinate with Related 3-Gradient Scale SP
CP-2(1) [Conti Pl
(1) |Contingency Plan Plans 5-Gradient Scale SP X X
3-Gradient Scale S
CP-2(2) [Conti Pl C ity PI i
(2) [Contingency Plan apacity Planning = Gradient Scale S X
Resume Mission and 3-Gradient Scale S
CP-2(3) [Conti Pl
(3) |Contingency Plan Business Functions 5-Gradient Scale S X X
Continue Mission and 3-Gradient Scale S
CP-2(5) [Conti Pl
(5) |Contingency Plan Business Functions 5-Gradient Scale S X
Alternate Processing and 3-Gradient Scale S
CP-2(6) [Contingency Plan
(®) gency Storage Sites 5-Gradient Scale S
Coordinate with External 3-Gradient Scale SP
CP-2(7) [Conti Pl
(7) |Contingency Plan Service Providers 5-Gradient Scale SP
3-Gradient Scale S
CP-2(8) [Conti Pl Identify Critical Asset:
(8) [Contingency Plan entify Critical Assets 5-Gradient Scale S X X
3-Gradient Scale SP
CP-3 |Conti Traini
ontingency fraining 5-Gradient Scale SP X X X
3-Gradient Scale S
CP-3(1) [Conti Traini Simulated Event
(1) [Contingency Training imulated Events 5-Gradient Scale S X
. . Mechanisms Used in Training| 3-Gradient Scale S
CP-3(2) [Cont T
(2) |Contingency Training Environments 5-Gradient Scale S
3-Gradient Scale S
CP-4 |Contingency Plan Testin
gency & 5-Gradient Scale Sp X X X
Coordinate with Related 3-Gradient Scale SP
CP-4(1) (Conti Plan Testi
(1) |Contingency Plan Testing Plans 5-Gradient Scale SP X X
3-Gradient Scale S
CP-4(2) [Conti Plan Testi Alt te P ing Sit
(2) [Contingency Plan Testing ernate Processing Site 5-Gradient Scale S X
3-Gradient Scale S
CP-4(3) [Conti Plan Testi Aut ted Testi
(3) [Contingency Plan Testing [Automated Testing = Gradient Scale S
Full Recovery and 3-Gradient Scale S
CP-4(4) [Conti Plan Testi
(4) |Contingency Plan Testing Reconstitution 5-Gradient Scale S
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CP-4(5) [Contingency Plan Testing |Self Challenge 3:2::::2:: zz::z Z

CP-6 |Alternative Storage Site 3:2:23::: zz::z 2
CP-6(1) [Alternative Storage Site  |Separation from Primary Site ::g::::z:: zz::z 2
CP-6(2) [Alternative Storage Site Ez;;:tvce):)\;;;ﬁvee:nd necovery :ZE:Z::Z:: 22::2 2
CP-6(3) [Alternative Storage Site  |Accessibility 2:2::::::: zz::z 2

CP-7 |Alternate Processing Site 2:2::3:::: 22::2 2
CP-7(1) |Alternate Processing Site |Separation from Primary Site z:g::j:::: zz::z 2
CP-7(2) |Alternate Processing Site |Accessibility 2:2::::::: zz::z 2
CP-7(3) |Alternate Processing Site |Priority of Service 2:2::::::: zz::z 2
CP-7(4) |Alternate Processing Site |Preparation for Use z:g::::::: zz::: 2
CP-7(6) |Alternate Processing Site Is?:ebi“ty to Return to Primary z:g::::::: zz::: Z

CP-8 [Telecommunications Services ::g::::z:: zz::z Z
CP-8(1) [Telecommunications ServiqPriority of Service Provisions ::g::::z:: zz::z Z
CP-8(2) [Telecommunications Servi¢Single Points of Failure ::g::::z:: 22::2 2
CP-8(3) [Telecommunications Servig ZTtp;:‘aatti:r;sz;ig::ry and 3:2::::::: 222:2 2
CP-8(4) |Telecommunications ServiqProvider Contingency Plan 2:2::::::: zz::i 2
CP-§(5) |Telecommunications Servig ¢Iet|2::r;z:1f‘r1unication Service 2:2::::::: zz::i 2

b5 [system Backup S aradent sl
cP (1) [System ackup 2
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e g e
P9(3) |system Backup Crcalnformation |5 Gradit e 3
Cp-5(5) |System Backup 'sl'iiznsfer to Alternate Storage ::g::::z:: :z::z 2
e
CP9(7) [system Backup Deletionof bestrutions | S-aradiont Sl 5
CP-9(8) [System Backup Cryptographic Protection 2:2::3:::: zz::i 2
CP-10 System Recovery and Reconstitution z:g::j:::: 22::2 2
CP-1002) [system Recovery and Reco 8 (VYT on [ craciont e 3
CP-10(4) |System Recovery and Reco :fcts::tiii?::iyRaezsore 2:2::3:::: zz::z 2
CP-10(6) [System Recovery and Reco 8T8 (VIR ot [ craciont e 3
CP-11 |Alternate Communication Protocols z:g::::::: zz::z :
P12 [safe Mo S Crsdont e 3
CP-13 |Alternative Security Mechanisms ::g::::z:: zz::z 2
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E - 9 I
< o 3 =
S _— Model g2 g2 3583
Identification and Authentication (1A) Collaboration 25 88 oo 89
So 53 883 53
Index Value D3 oS § & o
= o =0 o
s = 3 =
3-Gradient Scale SP
IA-1  [Policy and Procedures
¥ 5-Gradient Scale SP X X X
3-Gradient Scale S
1A-2 Identificati d Authenticati (6] izati (V]
entification and Authentication (Organizational Users) = Gradient Scale S X X X
1A-2(1) |Information Location Multi-Factor Authentication |3-Gradient Scale S X X X
To Privileged Accounts 5-Gradient Scale S
1A2(2) |Information Location Multi-Factor Authentication |3-Gradient Scale S X X X
To Non-Privileged Accounts |5-Gradient Scale S
Individual Authentication 3-Gradient Scale S
IA-2(5) |Information Location
) with Group Authentication [5-Gradient Scale S X
Access to Accounts - 3-Gradient Scale S
IA-2(6) |Information Location
(®) Separate Device 5-Gradient Scale S
. . Access to Accounts - Replay [3-Gradient Scale S
IA-2(8) |Information Location
®) Resistant 5-Gradient Scale S X X X
3-Gradient Scale S
IA-2(10) |Inf tion Locati Single Sign-0
(10) |Information Location ingle Sign-On = Gradient Scale S
. . Acceptance of PIV 3-Gradient Scale S
IA-2(12) |Information Location
(12) Credentials 5-Gradient Scale S X X X
3-Gradient Scale S
IA-2(13) [Information Location Out-Of-Band Authentication -
5-Gradient Scale S
3-Gradient Scale S
1A-3 Device ldentificati d Authenticati
evice Identification and Authentication = Gradient Scale 5 X X
1A-3(1) Device Identification and |Cryptographic Bidirectional [3-Gradient Scale S
Authentication Authentication 5-Gradient Scale S
Device Identification and 3-Gradient Scale S
1A-3(3 Dynamic Address Allocation
(3) Authentication y 5-Gradient Scale S
Device Identification and 3-Gradient Scale S
1A-3(4 Device Attestation
) Authentication 5-Gradient Scale S
3-Gradient Scale S
1A-4 Identifier M t
entifier Managemen = Gradient Scale 3 X X X
Prohibit Account Identifiers |3-Gradient Scale S
IA-4(1) |ldentifier Management
(1) & as Public Identifiers 5-Gradient Scale S
3-Gradient Scale S
IA-4(4) |ldentifier M t Identify U Stat
(4) entifier Managemen entify User Status 5-Gradient Scale S X X
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3-Gradient Scale

IA-4(5) |ldentifier M t D icM t
(5) entifier Managemen ynamic Managemen = Gradient Scale
. Cross-Organization 3-Gradient Scale
IA-4(6) |ldentifier Management
(6) & Management 5-Gradient Scale
Pairwise Pseudonymous 3-Gradient Scale
IA-4(8) |ldentifier M t
(®) entiier Managemen Identifiers 5-Gradient Scale
Attribute Maintenance and [3-Gradient Scale
IA-4(9) |ldentifier Management ] I
Protection 5-Gradient Scale
3-Gradient Scale
IA-5  |Authenticator M t
uthenticator Managemen = Gradient Scale
IA-5(1) Authenticator Password-Based 3-Gradient Scale
Management Authentication 5-Gradient Scale
IA-5(2) Authenticator Public Key-Based 3-Gradient Scale
Management Authentication 5-Gradient Scale
IA-5(5) Authenticator Change Authenticators Prior [3-Gradient Scale
Management to Delivery 5-Gradient Scale
Authenticator 3-Gradient Scale
IA-5(6) u I Protection of Authenticators -
Management 5-Gradient Scale
IA-5(7) Authenticator No Embedded Unencrypted |3-Gradient Scale
Management Static Authenticators 5-Gradient Scale
Authenticator 3-Gradient Scale
I1A-5(8) u I Multiple System Accounts -
Management 5-Gradient Scale
IA-5(9) Authenticator Federated Credential 3-Gradient Scale
Management Management 5-Gradient Scale
Authenticator 3-Gradient Scale
IA-5(10) u I Dynamic Credential Binding I
Management 5-Gradient Scale
IA-5(12) Authenticator Biometric Authentication 3-Gradient Scale
Management Performance 5-Gradient Scale
IA-5(13) Authenticator Expiration of Cached 3-Gradient Scale
Management Authenticators 5-Gradient Scale
IA-5(14) Authenticator Managing Content of PKI 3-Gradient Scale
Management Trust Stores 5-Gradient Scale
IA-5(15) Authenticator GSA-Approved Products and |3-Gradient Scale
Management Services 5-Gradient Scale
IA-5(16) Authenticator In-Person or Trusted External|3-Gradient Scale
Management Party Authenticator Issuance |5-Gradient Scale
Authenticator Presentation Attack 3-Gradient Scale
IA-5(17) oo ent !

Management

Detection for Biometric

5-Gradient Scale
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Authenticator 3-Gradient Scale S
IA-5(18 P dM
(18) Management assword Managers 5-Gradient Scale S
L 3-Gradient Scale S
IA-6  |Authentication Feedback = Gradient Scale S
. " 3-Gradient Scale S
IA-7  |Cryptographic Module Authentication = Gradient Scale S
IA-8 Identification and Authentication (Non-Organizational [3-Gradient Scale S
Users) 5-Gradient Scale S
IA-8(1) Identification and Acceptance of PIV 3-Gradient Scale S
Authentication (Non- Credentials from Other 5-Gradient Scale S
IA-8(2) Identification and Acceptance of External 3-Gradient Scale S
Authentication (Non- Authenticators 5-Gradient Scale S
Identification and 3-Gradient Scale S
I1A-8(4 Use of Defined Profil
) Authentication (Non- se ot betined Frotiies 5-Gradient Scale S
IA-8(5) Identification and Acceptance of PIV-I 3-Gradient Scale S
Authentication (Non- Credentials 5-Gradient Scale S
Identification and 3-Gradient Scale SP
IA-8(6 Di iabilit
(®) Authentication (Non- sassociabiity 5-Gradient Scale SP
3-Gradient Scal S
IA-9  |Service Identification and Authentication e !en cae
5-Gradient Scale S
3-Gradient Scale S
1 . L
IA-10 |Adaptive Authentication 5-Gradient Scale S
- 3-Gradient Scale S
IA-11 [Re-Authentication = Gradient Scale S
3-Gradient Scale SP
IA-12  [Identity Proofi
entity Frooting 5-Gradient Scale SP
. . . - 3-Gradient Scale S
IA-12(1) [ldentity Proofing Supervisor Authorization = Gradient Scale S
3-Gradient Scale S
IA-12(2) [lIdentity Proofi Identity Evid
(2) |Identity Proofing entity Evidence = Gradient Scale 3
Identity Evidence Validation |3-Gradient Scale S
IA-12(3) [Identity Proofi
(3) |Identity Proofing and Verification 5-Gradient Scale S
In-Person Validation and 3-Gradient Scale S
IA-12(4) [ldentity Proofi
(4) |\dentity Proofing Verification 5-Gradient Scale S
3-Gradient Scale S
IA-12(5) [ldentity Proofi Add Confirmati
(5) |Identity Proofing ress Confirmation = Gradient Scale 3
. ’ Accept Externally-Proofed 3-Gradient Scale S
IA-12(6) [Identity Proof
(6) |Identity Proofing Identities 5-Gradient Scale S
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=" 3 —3
. Model §§§§§§§§
Incident Response (IR) Collaboration 85 88 wo 89
50 53 8% a 53
Index Value "3 o5 @ & o
T o =°© o
o =) -
- ]
3-Gradient Scale SP
IR-1 Poli dp d X X
olicy and Frocedures 5-Gradient Scale SP X X
IR-2 Incident Response Trainin 3-Gradient Scale oP X X X X
P & 5-Gradient Scale SP
3-Gradient Scale SP
IR-2 (1) [Incident R TrainingSimulated Events X
(1) {Incident Response Training 5-Gradient Scale SP
Automated Training 3-Gradient Scale S
IR-2 (2) |Incident Response Trainin X
(2). |Incide P gEnvironments 5-Gradient Scale Sp
3-Gradient Scale P
IR-2 (3) [Incident R TrainingBreach X
(3) [Incident Response Training = Gradient Scale o
IR-3 Incident Response Testin 3-Gradient Scale P X X X
P & 5_Gradient Scale sp
3-Gradient Scale S
IR-3 (1) |Incident Response Testing [Automated Testin
(1) ]inc P & & 5-Gradient Scale Sp
IR-3 (2) |Incident Response Testin Coordination with Related 3-Gradient Scale S X X
P & Plans 5-Gradient Scale Sp
3-Gradient Scale SP
IR-3 (3) |Incident R Testing [Conti s Improvement
(3) [Incident Response Testing [Continuou p = Gradient Scale P
3-Gradient Scale SP
IR-4 Incident Handli X X X X
ncident Randling 5-Gradient Scale SP
IR-4 (1) |Incident Handlin Automated Incident 3-Gradient Scale S) X X
& Handling Processes 5-Gradient Scale Sp
3-Gradient Scale S
IR-4 (2) |Incident Handli D icR figuration
(2) [Incident Handling ynamic Reconfig = Gradient Scale S
3-Gradient Scale S
IR-4 Incident Handli Continuity of Operations
(3) [Incident Handling ontinuity of Op = Gradient Scale S
3-Gradient Scale S
IR-4 (4) |Incident Handlin Information Correlation X
@) g 5-Gradient Scale Sp
Automatic Disabling of 3-Gradient Scale S
IR-4 (5) |Incident Handlin
(5) {Incident Handling System 5-Gradient Scale S|
3-Gradient Scale SP
IR-4 (6) |Incident Handli Insider Threats
(6) |Incident Handling nsice 5-Gradient Scale SP
IR-4(7) |Incident Handlin Insider Threats — Intra 3-Gradient Scale SP
g Organization Coordination 5-Gradient Scale SP
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C lati ith Ext | - i SP
IR-4 (8) |Incident Handling orre? |o.n Wi xterna 3 Grad!ent Scale
Organizations 5-Gradient Scale SP
- i | S
IR-4 (9) [Incident Handling Dynamic Response Capability 3 Grad!ent Scale
5-Gradient Scale S
3-Gradient Scale SP
IR-4 (10) |Incident Handlin Supply Chain Coordination
(10) g PRl 5-Gradient Scale SP
Int ted Incident - i SP
IR-4 (11) [Incident Handling ntegrated Inciden 3 Grad!ent Scale
Response Team 5-Gradient Scale SP
Malici Cod dF i - i S
IR-4 (12) |Incident Handling a ICIO'US ode and Forensic | 3 Grad!ent Scale
Analysis 5-Gradient Scale S
- ient Scal S
IR-4 (13) [Incident Handling Behavior Analysis 3 Grad!en scale
5-Gradient Scale S
- ient Scal S
IR-4 (14) |Incident Handling Security Operations Center 3 Grad!en Scale
5-Gradient Scale S
Public Relati d - jient Scal SP
IR-4 (15) |Incident Handling ublic Retations an 3-Gradient Scale
Reputation Repair 5-Gradient Scale SP
- i SP
IR-5 Incident Monitoring 3 Grad!ent Scale
5-Gradient Scale SP
Aut ted Tracking, Dat - i S
IR-5(1) |Incident Monitoring u omf‘;\ ed Tracking, 'a a 3 Grad!ent Scale
Collection, and Analysis 5-Gradient Scale Sp
3-Gradient Scale SP
IR-6 Incident Reportin
P & 5-Gradient Scale SP
3-Gradient Scale S
IR-6 (1) |Incident Reportin Automated Reportin
(1) P J P & 5-Gradient Scale Sp
Vul bilities Related t - i S
IR-6 (2) |Incident Reporting u.nera ilities Related to 3 Grad!ent Scale
Incidents 5-Gradient Scale Sp
- i [ S
IR-6 (3) |Incident Reporting Supply Chain Coordination 3 Grad!ent Scale
5-Gradient Scale Sp
i i S
IR-7 Incident Response Assistance 3 Grad!ent Scale
5-Gradient Scale Sp
Aut tion S tf - i | S
IR-7(1) [Incident Response Assistan y (')ma? _|on uppor o-r 3 Grad!ent scale
Availability of Information 5-Gradient Scale Sp
Coordinati ith Ext | - jient Scal S
IR-7(2) [Incident Response Assistan oor' ination wi xterna 3 Grad!en Scale
Providers 5-Gradient Scale Sp
- i SP
IR-8 Incident Response Plan 3 Grad!ent Scale
5-Gradient Scale SP
- ient Scal P
IR-8 (1) | Incident Response Plan [Breaches 3 Grad!en scale
5-Gradient Scale Ps
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IR-9  [Information Spillage Response 3:2::::22: zz::z Ssp
IR-9 (2) |Information Spillage Respo|Training 2:2::::::: zz::z :E
IR-9 (3) |Information Spillage Respo|Post-Spill Operations ;:2::3:::: zz::z :E
IR-9 (4) |Information Spillage Respo EZT:;:;:O Unauthorized ;:2::3:::: zz::z :E
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Model @ z @ g 2z o v:_c‘a:
. oce T
Maintenance (MA) Collaboration 85 88 o B9
Index Val 39 33 &2 32
nae alue ) 3_ ) 3 g 3 ) 3
o = 3 -
- ]
3-Gradient Scale SP
MA-1 |Policy and Procedures
¥ 5-Gradient Scale SP X X X
3-Gradient Scale S
MA-2 |Controlled Maintenance
5-Gradient Scale S X X X
Aut ted Maint 3-Gradient Scal S
MA-2(2) |Controlled Maintenance ! -or'n'a ed Maintenance e !en cae X
Activities 5-Gradient Scale S
3-Gradient Scale S
MA-3 |Maintenance Tools
5-Gradient Scale S X X
3-Gradient Scale S
MA-3(1) [Maintenance Tools Inspect Tools
(1) P 5-Gradient Scale S X X
3-Gradient Scale S
MA-3(2) |Maintenance Tools Inspect Media
(2 P 5-Gradient Scale S X X
Prevent Unauthorized 3-Gradient Scale S
MA-3(3) |Maintenance Tools
(3) Removal 5-Gradient Scale S X X
3-Gradient Scale S
MA-3(4) |Maintenance Tools Restricted Tool Use -
5-Gradient Scale S
3-Gradient Scale S
MA-3(5) |Maintenance Tools Execution with Privilege
) g 5-Gradient Scale S
Software Updates and 3-Gradient Scale S
MA-3(6) |Maintenance Tools
®) Patches 5-Gradient Scale S
3-Gradient Scale S
MA-4 |Nonlocal Maintenance
5-Gradient Scale S X X X
3-Gradient Scale S
MA-4(1) |Nonlocal Maintenance Logging and Review
(1) geing 5-Gradient Scale S
. Comparable Security and 3-Gradient Scale S
MA-4(3) |Nonlocal Maintenance
(3) Sanitization 5-Gradient Scale S X
Authenticati d 3-Gradient Scal S
MA-4(4) |Nonlocal Maintenance u en.|ca on arT e !en cae
Separation of Maintenance [5-Gradient Scale S
3-Gradient Scale S
MA-4(5) |Nonlocal Maintenance Approvals and Notifications
() PP 5-Gradient Scale S
3-Gradient Scale S
MA-4(6) |Nonlocal Maintenance Cryptographic Protection
(6) yptograp 5-Gradient Scale S
3-Gradient Scal S
MA-4(7) |Nonlocal Maintenance Disconnect Verification e !en cae
5-Gradient Scale S
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3-Gradient Scale

MA-5 |Maint P |
aintenance Personne = Gradient Scale
Individuals Without 3-Gradient Scal
MA-5(1) |Maintenance Personnel navi ua}s thou e !en cae
Appropriate Access 5-Gradient Scale
. Security Clearances for 3-Gradient Scale
MA-5(2) |Maint P |
(2) |Maintenance Personne Classified Systems 5-Gradient Scale
. Citizenship Requirements for |3-Gradient Scale
MA-5(3) |Maint P |
(3) {Maintenance Personne Classified Systems 5-Gradient Scale
3-Gradient Scale
MA-5(4) |Maint P | |Foreign National
(4) |Maintenance Personne oreign Nationals = Gradient Scale
3-Gradient Scale
MA-5(5) |Maintenance Personnel |Non-System Maintenance I
5-Gradient Scale
3-Gradient Scale
MA-6 |Timely Maint
imely Maintenance 5-Gradient Scale
3-Gradient Scale
MA-6(1) |Timely Maintenance Preventative Maintenance I
5-Gradient Scale
3-Gradient Scale
MA-6(2) |Timely Maintenance Predictive Maintenance -
5-Gradient Scale
) . Automated Support for 3-Gradient Scale
MA-6(3) |Timely Maint
(3) [Timely Maintenance Predictive Maintenance 5-Gradient Scale
3-Gradient Scal
MA-7 |Field Maintenance racient >ca e

5-Gradient Scale
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. . Model £f g2 ifzs
Media Protection (MP) Collaboration 85 88 o B9
So 53 883 53
Index Value "3 o5 @ & o
T o =0 o
o =) -
- ]
3-Gradient Scale SP
MP-1  [Poli dp d
olicy and Procedures 5 Gradient Scale <P X X X X
3-Gradient Scale S
MP-2 [Media A
edia Aceess 5-Gradient Scale S X X X
MP-3  [Media Marking 3-Grad!ent5cale > X X
5-Gradient Scale Sp
MP-4 [Media Storage 3-Grad!ent Scale > X X
5-Gradient Scale S
3-Gradient Scal S
MP-4(2) |Media Storage Automated Restricted Access e !en cae
5-Gradient Scale S
3-Gradient Scale S
MP-5 [Media Tl t
edia Transpor 5-Gradient Scale S X X
3-Gradient Scale S
MP-5(3) [Media T t Custodi
(3) |Media Transpor ustodians 5-Gradient Scale S
3-Gradient Scale S
MP-6 [Media Sanitization
5-Gradient Scale Sp X X X X
) . Review, Approve, Track, 3-Gradient Scale S
MP-6(1) |Media Sanitization
@) Document, and Verify 5-Gradient Scale Sp X
3-Gradient Scale S
MP-6(2) |Media Sanitizati Equi t Testi
(2) |Media Sanitization quipment Testing 5 Gradient Scale S X
3-Gradient Scale S
MP-6(3) |Media Sanitizati Nondestructive Techni
(3) |Media Sanitization ondestructive Techniques 5-Gradient Scale S X
3-Gradient Scale S
MP-6(7) |Media Sanitizati Dual Authorizati
(7) |Media Sanitization ual Authorization = Gradient Scale S
Remote Purging or Wiping or|3-Gradient Scale S
MP-6(8) |Media Sanitization . ging ping -
Information 5-Gradient Scale S
3-Gradient Scale S
MP-7 [Media Use
5-Gradient Scale Sp X X X
Prohibit Use of Sanitization- |3-Gradient Scale S
MP-7(2) |Media U
(2) |Media Use Resistant Media 5-Gradient Scale S
3-Gradient Scale S
MP-8 [Media D di
edla Uowngrading 5-Gradient Scale S
3-Gradient Scale S
MP-8(1) |Media D di D tati f P
(1) [Media Downgrading ocumentation of Process 5-Gradient Scale S
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3-Gradient Scale

MP-8(2) |Media Downgrading Equipment Testing = Gradient Scale
Controlled Unclassified 3-Gradient Scale
MP-8(3) |Media D di
3) edia bowngrading Information 5-Gradient Scale
3-Gradient Scal
MP-8(4) |Media Downgrading Classified Information fadient >cae

5-Gradient Scale

37




E - 9 I
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: . . e £8 E2 55 g%
Physical and Environmental Protection (PE) Collaboration 85 £8 pa £8
Index Value 2 S S g’ ® & 3 ==.'
T o =0 o
o =) -
- ]
3-Gradient Scale SP
PE-1 Poli dp d
olicy and Frocedures 5-Gradient Scale SP X X X
3-Gradient Scale S
PE-2 Physical A Authorizati
ysical Access Authorizations = Gradient Scale 3 X X X
Physical Access 3-Gradient Scale S
PE-2(1 A by Positi Rol
(1) Authorizations ccess by Fosition or Role 5-Gradient Scale S
Physical Access 3-Gradient Scale S
PE-2(2 T F f Identificati
(2) Authorizations wo rorms otidentification 5-Gradient Scale S
PE-2(3) Physical Access Restricted Unescorted 3-Gradient Scale S
Authorizations Access 5-Gradient Scale S
3-Gradient Scale S
PE-3 Physical A Control
ysical Access Contro = Gradient Scale 3 X X X
3-Gradient Scale S
PE-3(1) |Physical Access Control System Access
(1) y v 5-Gradient Scale S X
3-Gradient Scale S
PE-3(2) [Physical A Control Facilit d Syst
(2) ysical Access Contro acility and Systems = Gradient Scale 5
3-Gradient Scale S
PE-3(3) [Physical A Control Conti Guard
(3) ysical Access Contro ontinuous Guards = Gradient Scale 5
3-Gradient Scale S
PE-3(4) |Physical A Control Lockable Casi
(4) ysical Access Contro ockable Casings = Gradient Scale S
3-Gradient Scale S
PE-3(5) [Physical A Control T Protecti
(5) ysical Access Contro amper Protection = Gradient Scale S
3-Gradient Scale S
PE-3(7) |Physical A Control Physical Barri
(7) ysical Access Contro ysical Barriers = Gradient Scale S
3-Gradient Scale S
PE-3(8) |Physical A Control Al Control Vestibul
(8) ysical Access Contro ccess Control Vestibules 5 Gradient Scale 3
3-Gradient Scale S
PE-4 |Access Control for Transmission
5-Gradient Scale S X X
3-Gradient Scale S
PE-5 [Access Control for Output Devices
P 5-Gradient Scale S X X
Access Control for Output 3-Gradient Scale S
PE-5(2 Link to Individual Identit
2) Devices inictoIndividuatidentity 5-Gradient Scale S
3-Gradient Scale S
PE-6  |[Monitoring Physical Access
gy 5-Gradient Scale S X X X
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PE-6(1) Monitoring Physical Intrus-ion Alarms.and 3-Grad?ent Scale S
Access Surveillance Equipment 5-Gradient Scale S

PE-6(2) Monitoring Physical Automaft'ed Intrusion 3-Grad?ent Scale S
Access Recognition and Responses |5-Gradient Scale S

PE-6(3) Z/ICZZLt:rmg Physical Video Surveillance ::g::::z:: zz::z :E
PE-6(4) Monitoring Physical Monitoring Physical Access 3-Grad?ent Scale S
Access to Systems 5-Gradient Scale S

PE-8 [Visitor Access Records 2:2::::::: zz::z :E
PE(1) |Vistor Access Recorcs | USRI e [Scradiont e 5
o [ustor s recorss o ey e gt | [
PE-9 [Power Equipment and Cabling 2:2::3:::: zz::z 2
e e
PE-9(2) zz\év“er:gEquipment and Automatic Voltage Controls 2:2:23:::: zz::: 2
PE-10 |Emergency Shutoff z:g::::::: zz::z Z
PE-11 |Emergency Power ::g::::z:: zz::z 2
PE-11(1) [Emergency Power ,A\\/:Ts.rr:jeoi,?rv;:::;ply _ 3223:? :EZ:E 2
PE11(0) [Emergency power |20 e POer PPl -Self racent e i
PE-12 [Emergency Lighting 3:2::::::: 222:2 2
retay) femergency ghting | NETT K adentsa 3
PE-13 [Fire Protection 2:2::3:::: zz::i 2
PE-12(1) [fire rotecton atomaticActuaton and_[5-Gradint S i
PE-12(2)[fire rotecton Aukomatic Actwation and_|5-Gradint S i
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PE-12(4) [Fire Protection Inspections ::g::::z:: zz::z Z
PE-14 [Environmental Controls ::g:::::: zz::z 2
PE-14(1) [Environmental Controls  |Automatic Controls ::g::::z:: zz::z 2
PE-14(2) [Environmental Controls x;?fiit;rtiir;gn:/ith Alarms and ::g:::::: 22::2 2
PE-15 [Water Damage Protection 2:2::::::: zz::z 2
PE-15(1) [Water Damage Protection |Automatic Support z:g::::::: 22::2 2
PE-16 [Delivery and Removal z:g::::::: 22::2 2
PE-17 |Alternate Work Site 2:2::3:::: zz::z SSP
PE-18 [Location of System Components 2:2::::::: zz::z 2
PE-19 [Information Leakage z:g::::::: ;C:::: 2
PE-19(1) [Information Leakage .':s:r:(;zzl ir;’\liisc?'i;n;nznd z:g::::::: zz::z Z
PE-20 |Asset Monitoring and Tracking ::g::::z:: zz::z 2
PE-21 |Electromagnetic Pulse Protection ::g::::z:: :z::z 2
PE-22 [Component Marking ::g:::::: 222:2 2
PE-23 [Facility Location 2:2::::::: 22::2 2
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3. 5 3 T
) Model §§§s 3§ g"g.
Planning (PL) Collaboration 85 88 w6 89
So 53 883 53
Index Value "3 o5 @ & o
T o =0 o
o =) -
- ]
3-Gradient Scale SP
PL-1 |Policy and Procedures
¥ 5-Gradient Scale SP X X X X
3-Gradient Scale SP
PL-2  |System Security and Privacy Plans
v ¥ y 5-Gradient Scale SP X X X X
3-Gradient Scale SP
PL-4  |Rules of Behavior
5-Gradient Scale SP X X X X
Social Media and External 3-Gradient Scale SP
PL-4(1) [Rules of Behavior
(1) Site/Application Usage 5-Gradient Scale SP X X X X
3-Gradient Scale SP
PL-7 |Concept of Operations
P P 5-Gradient Scale SP
3-Gradient Scale SP
PL-8 |Security and Privacy Architectures
y y 5-Gradient Scale sp X x| X
i i S
PL-8(1) [Security and Privacy Archit{Defense in Depth 3 Grad!ent Scale
5-Gradient Scale Sp
3-Gradient Scale S
PL-8(2) [Security and Privacy Archit{Supplier Diversit
2) ¥ Y PP y 5-Gradient Scale Sp
3-Gradient Scale SP
PL-9 |Central Management
& 5-Gradient Scale SP X
3-Gradient Scale SP
PL-10 |Baseline Selection
5-Gradient Scale SP X X X
3-Gradient Scale SP
PL-11 |Baseline Tailorin
& 5-Gradient Scale SP X X X
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¥ g
= 5 3 X
Model 25 @z g§ o E
Program Management (PM) Collaboration 25 & § g2 g 9
Index Value 2 g S 3 é % 2 g'
o =) -
- ]
i i S
PM-1 [Information Security Program Plan 3 Grad!ent Scale
5-Gradient Scale S
i i S
PM-2 [Information Security Program Leadership Role 3 Grad!ent Scale
5-Gradient Scale S
- i SP
PM-3 [Information Security and Privacy Resources 3 Grad!ent Scale X
5-Gradient Scale SP
- i SP
PM-4 [Plan of Action and Milestones Process 3 Grad!ent Scale X
5-Gradient Scale SP
i i S
PM-5 [System Inventory 3 Grad!ent Scale
5-Gradient Scale Sp
Inventory of Personally 3-Gradient Scale P
PM-5(1) |System Inventor:
(1) 15y y Identifiable Information 5-Gradient Scale Ps X
- i SP
PM-6 [Measures of Performance 3 Grad!ent Scale X
5-Gradient Scale SP
3-Gradient Scale SP
PM-7 [Enterprise Architecture
P 5-Gradient Scale SP X
i i S
PM-7(1) |Enterprise Architecture Offloading 3 Grad!ent Scale
5-Gradient Scale Sp
PM-8 [Critical Infrastructure Plan 3—Grad!ent Scale P X
5-Gradient Scale SP
3-Gradient Scale SP
PM-9 [Risk Management Strate
& &Y 5-Gradient Scale SP X
- i SP
PM-10 [Authorization Process 3 Grad!ent Scale X
5-Gradient Scale SP
- i SP
PM-11 [Mission and Business Process Definition 3 Grad!ent Scale X
5-Gradient Scale SP
- i SP
PM-12 [Insider Threat Program 3 Grad!ent Scale
5-Gradient Scale SP
3-Gradient Scale SP
PM-13 |[Security and Privacy Workforce
y Y 5-Gradient Scale SP X
3-Gradient Scale SP
PM-14 |Testing, Training, and Monitorin
& & & 5-Gradient Scale SP X
- i SP Depl d
PM-15 |[Security and Privacy Groups and Associations 3 Grad!ent Scale Aep 9ye .
5-Gradient Scale SP organization-wide.
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i i S
PM-16 [Threat Awareness Program 3 Grad!ent Scale
5-Gradient Scale Sp
Automate Means of Sharin - i | S
PM-16(1) [Threat Awareness Progran 8 . ng | 3 Grad!ent Scale
Threat Intelligence 5-Gradient Scale S
. i SP
PM-17 |Protecting CUIl on External Systems 3 Gradfent Scale
5-Gradient Scale SP

PM-18

Privacy Program Plan

3-Gradient Scale

5-Gradient Scale

PM-19

Privacy Program Leadership Role

3-Gradient Scale

5-Gradient Scale

PM-20

Dissemination of Privacy Program Information

3-Gradient Scale

5-Gradient Scale

PM-20(1)

Privacy Policies on Websites,

Dissemination of Privacy P
v Application, and Digital

3-Gradient Scale

5-Gradient Scale

PM-21

Accounting of Disclosures

3-Gradient Scale

5-Gradient Scale

FEREE

- ient Scal
PM-22 [Personally Identifiable Information Quality Management 3 Gradfen Scale
5-Gradient Scale Ps
-Gradi sp
PM-23 |Data Governance Body 3 Grad!ent Scale
5-Gradient Scale SP

3-Gradient Scale

[}
PM-24 |Data Integrity Board -

5-Gradient Scale
PM-25 Minimization of PIl Used in Testing Training, and 3-Gradient Scale P
Research 5-Gradient Scale Ps
. i SP

PM-26 [Complaint Management 3 Grad!ent Scale
5-Gradient Scale SP

3-Gradient Scale

P
PM-27 |Privacy Reportin
yRep & 5-Gradient Scale H
-Gradi Sp
PM-28 [Risk Framing 3-Gradient Scale
5-Gradient Scale SP
-Gradi Sp
PM-29 [Risk Management Program Leadership Roles 3 Grad!ent Scale
5-Gradient Scale SP
3-Gradient Scale S
PM-30 [Supply Chain Risk Management Strate
PPy 8 &y 5-Gradient Scale Sp
o Suppliers of Critical or 3-Gradient Scale S
PM-30(1) |S ly Ch Risk M
(1)|Supply Chain Risk Manager Mission-essential Items 5-Gradient Scale Sp
3-Gradient Scale SP
PM-31 |Continuous Monitoring Strate
& &Y 5-Gradient Scale SP
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Supports
information
security program.

Not associated with
security control
baselines.

Independent of any
system impact
level.




PM-32

Purposing

3-Gradient Scale

5-Gradient Scale

Sp
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: Model 53§ i85 g%
Personnel Security (PS) Collaboration 85 88 o B9
So 53 983 53
Index Value "3 o5 @ & o
T o =0 o
s 3 =
3-Gradient Scale SP
PS-1 Poli dP d
clicy and Frocedures 5-Gradient Scale SP X X X
3-Gradient Scale S
PS-2 Position Risk Desi ti
osition Risk Designation = Gradient Scale 3 X X X
3-Gradient Scale S
PS-3 P 1S i
ersonnetscreening 5-Gradient Scale S X X X
3-Gradient Scale S
PS-3(1) |P 1S i Classified Infi ti
(1) [Personnel Screening assified Information = Gradient Scale 5
3-Gradient Scale S
PS-3(2) |P 1S i F | Indoctrinati
(2) [Personnel Screening ormal Indoctrination = Gradient Scale 5
Information with Special 3-Gradient Scale S
PS-3(3) |P 1S i
(3) |Personnel Screening Protective Measures 5-Gradient Scale S
3-Gradient Scale S
PS-3(4) |P 1S i Citi hip R i t
(4) [Personnel Screening itizenship Requirements = Gradient Scale 5
3-Gradient Scale S
PS-4 P IT inati
ersonnel Termination = Gradient Scale 5 X X X
Post-Empl t 3-Gradient Scal S
PS-4(1) [Personnel Termination 0% 'mp oymen re !en cae
Requirements 5-Gradient Scale S
3-Gradient Scale S
PS-4(2) [Personnel Termination Automated Actions - X
5-Gradient Scale S
3-Gradient Scale S
PS-5 P IT fi
ersonnet franster 5-Gradient Scale S X X X
3-Gradient Scale S
PS-6  |Access Agreements
& 5-Gradient Scale Sp X X X X
Classified Information 3-Gradient Scale S
PS-6(2) [Access Agreements
) & Requiring Special Protection |5-Gradient Scale S
Post-Employment 3-Gradient Scale S
PS-6(3) [Access Agreements
3) & Requirements 5-Gradient Scale Sp
3-Gradient Scale S
PS-7  [External Personnel Securit
¥ 5-Gradient Scale Sp X X X
3-Gradient Scale SP
PS-8 P | Sancti
ersonnet >anctions 5-Gradient Scale SP X X X
3-Gradient Scale SP
PS-9 Position D ipti
osition Descriptions = Gradient Scale P X X X
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5-Gradient Scale

3 g
ifi i i Model wS'wg?:z woan:'
Personally Identifiable Information Processing and 2o 8 s 8 83
(PT) Collaboration 85 28 wo 29
Transparency Index Value RS 3z g% 32
] = 5 e
- o
3-Gradient Scale P
PT-1 [Policy and Procedures X
¥ 5-Gradient Scale Ps
3-Gradient Scale P
PT-2  [Authority to Process Pl
y 5-Gradient Scale H X
3-Gradient Scale SP
PT-2(1) |Authority to Process PII Data Taggin
(1) y geing 5-Gradient Scale SP
3-Gradient Scale S
PT-2(2) |Authority to Process PII Automation
(2) y 5-Gradient Scale Sp
3-Gradient Scale P
PT-3  |PIl Processing Purposes
& P 5-Gradient Scale H X
Pl Processing Purposes - 3-Gradient Scal SP
PT-3(1) PIl Processing Purposes . & P a fen as
Data Tagging 5-Gradient Scale SP
. PIl Processing Purposes - 3-Gradient Scale S)
PT-3(2 PIl Processing Purposes
(2) & P Automation 5-Gradient Scale Sp
3-Gradient Scale P
PT-4 |Consent X
5-Gradient Scale Ps
Personally
3-Gradient Scal P Identifiable
PT-4(1) [Consent Consent -Tailored Consent ~ora !en cae Information
5-Gradient Scale Ps .
Processing and
Transparenc
Consent -Just-in-time 3-Gradient Scale P P Y
PT-4(2) [Consent - controls are not
Consent 5-Gradient Scale Ps
allocated to the
security control
3-Gradient Scal P .
PT-4(3) [Consent Consent -Revocation ra !en cae baselines.
5-Gradient Scale Ps
Privacy baseline
. . 3-Gradient Scale P Y
Pt-5 Privacy Notice - X controls are
5-Gradient Scale
selected based on
3-Gradient Scale P the selection
PT-5(1) |Privacy Notice Privacy Notice - Just in Time ' X criteria defined in
5-Gradient Scale .
Section 2.2 of NIST
- - - - SP 800-53B
) . Privacy Notice - Privacy Act 3-Gradient Scale P
PT-5(2) |Privacy Notice - X
Statements 5-Gradient Scale
3-Gradient Scale P
PT-6 [System of Records Notice
Y 5-Gradient Scale H X
. . 3-Gradient Scale P
PT-6(1) |System of Records Notice [SORN- Routine Uses L I X
5-Gradient Scale
. . 3-Gradient Scale P
PT-6(2) |System of Records Notice [SORN - Exemption Rules rad H X
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3-Gradient Scale

p
PT-7 [Specific Categories of Pl -
5-Gradient Scale
- i P
PT-7(1) |Specific Categories of Pl |SSNs 3-Gradient Scale
5-Gradient Scale
First A d t - i P
PT-7(2) |Specific Categories of Pl Irs me.zn men 3 Grad!ent Scale
Information 5-Gradient Scale
- i P
PT-8 Computer Matching Requirements 3-Gradient Scale H

5-Gradient Scale
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@ z @ e 2z w o:_!'z:
: Model 28§33 8%
Risk Assessment (RA) Collaboration 85 28 po £9
Index Value 23S 3z 8 32
= c =°© o
o 3 -
- m
3-Gradient Scale SP
RA-1 |Policy and Procedures X X X X
v 5-Gradient Scale SP
3-Gradient Scale SP
RA-2 |Security Categorization X X X
v & 5-Gradient Scale SP
3-Gradient Scal S
RA-2(1) [Security Categorization Impact-Level Prioritization L !en cae
5-Gradient Scale Sp
3-Gradient Scale SP
RA-3  |Risk Assessment X X X X
5-Gradient Scale SP
S ly Chain Risk 3-Gradient Scal S
RA-3(1) [Risk Assessment upply ~-hain Ris re !en cae X X X
Assessment 5-Gradient Scale S
3-Gradient Scal S
RA-3(2) [Risk Assessment Use of All-Source Intelligence ra !en cae
5-Gradient Scale S
3-Gradient Scal S
RA-3(3) [Risk Assessment Dynamic Threat Awareness ra !en ca’e
5-Gradient Scale S
3-Gradient Scal S
RA-3(4) [Risk Assessment Predictive Cyber Analytics L !en cae
5-Gradient Scale S
3-Gradient Scale S
RA-5 |Vulnerability Monitoring & Scannin X X X
y & & 5-Gradient Scale S
Vulnerability Monitoring |Update Vulnerabilities to be [3-Gradient Scale S
RA-5(2) K - X X X
& Scanning Scanned 5-Gradient Scale S
RA-5(3) Vulnerability Monitoring |Breadth and Depth of 3-Gradient Scale S
& Scanning Coverage 5-Gradient Scale S
Vul bility Monitori 3-Gradient Scal S
RA-5(4) Y nera.ll y Monitoring Discoverable Information re !en cae X
& Scanning 5-Gradient Scale S
Vul bility Monitori 3-Gradient Scal S
RA-5(5) u nera.n y Monitoring Privileged Access ra !en cale " «
& Scanning 5-Gradient Scale S
Vul bility Monitori 3-Gradient Scal S
RA-5(6) v nera.ll y Monitoring Automated Trend Analyses ra !en cae
& Scanning 5-Gradient Scale S
Vul bility Monitori 3-Gradient Scal S
RA-5(g) |\ Lneradtity MIOnitoring g . view Historic Audit Logs facdient >cae
& Scanning 5-Gradient Scale S
RA-5(10) Vulnerability Monitoring |Correlate Scanning 3-Gradient Scale S
& Scanning Information 5-Gradient Scale S
Vul bility Monitori 3-Gradient Scal S
RA-5(11) Y nera.l ty Monitoring Public Disclosure Program ra !en cae X X X
& Scanning 5-Gradient Scale S
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RA-6 |Technical Surveillance Countermeasures Survey 3—Grad!ent Scale s
5-Gradient Scale S
RA-7 [Risk Response 3-Gradient Scale SP
5-Gradient Scale SP
RA-8 |Privacy Impact Assessments 3-Gradient Scale P
5-Gradient Scale Ps
RA-9 |[Criticality Analysis 3-Gradient Scale S
5-Gradient Scale S
RA-10 |Threat Hunting 3-Gradient Scale >
5-Gradient Scale S
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» g
s 8 2z o&
. Model £8 £ 32 83
System and Services Acquisition (SA) Collaboration o 2 § e 20
Index Value 23S 32 ¢ 2 3 ES
=3 o = o
o 3 -
- m
3-Gradient Scal SP
SA-1 |Policy and Procedures L !en cae X X X X
5-Gradient Scale SP
3-Gradient Scal SP
SA-2 |Allocation of Resources ra !en cae X X X X
5-Gradient Scale SP
3-Gradient Scale SP
SA-3  [System Devel t Life Cycl X X X X
ystem Levelopment Lite Lycie 5-Gradient Scale SP
M Preproduction 3-Gradient Scal S
SA-3(1) [System Development Life ar.lage rep L !en cae
Environment 5-Gradient Scale S
Use of Live or Operational 3-Gradient Scale SP
SA-3(2) [System Devel t Life ¢
(2)|System Development Life Data 5-Gradient Scale SP
3-Gradient Scale S
SA-3(3) [System Devel t Life {Technol Refresh
(3) |System Development Life Technology = Gradient Scale S
3-Gradient Scal SP
SA-4  |Acquisition Process e !en cae X X X X
5-Gradient Scale SP
Functional Properties of 3-Gradient Scal S
SA-4(1) |Acquisition Process unctiona P re !en cae X X
Controls 5-Gradient Scale Sp
Desi d Implementation | 3-Gradient Scal S
SA-4(2) |Acquisition Process esign ar.1 P fe !en cae X X
Information for Controls 5-Gradient Scale S
Development Methods, 3-Gradient Scale S
SA-4(3) |Acquisition Process
(3) |Acquis Techniques, and Practices 5-Gradient Scale Sp
System, C onent, and 3-Gradient Scal S
SA-4(5) |Acquisition Process ¥s ?m om,p . re !en cae X
Service Configurations 5-Gradient Scale S
Use of Information 3-Gradient Scale S
SA-4(6) |A isition P
(6) |Acquisition Process Assurance Products 5-Gradient Scale S
NIAP- ed Protection 3-Gradient Scal S
SA-4(7) |Acquisition Process ‘approv e !en cae
Profiles 5-Gradient Scale S
Conti Monitoring Plan | 3-Gradient Scal S
SA-4(8) |Acquisition Process ontinuous & e !en cae
for Controls 5-Gradient Scale S
Functions, Ports, Protocols, 3-Gradient Scale S
SA-4(9) |Acquisition P X X
(9) |Acquisition Process and Services in Use 5-Gradient Scale S
Use of Approved PIV 3-Gradient Scale S
SA-4(10) |Acquisition Process X X X
(10) |Acquisition Pr Products 5-Gradient Scale S
3-Gradient Scale P
SA-4(11) |Acquisition Process System of Records
(11) q v 5-Gradient Scale Ps
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i i S
SA-4(12) |Acquisition Process Data Ownership 3 Grad!ent Scale
5-Gradient Scale Sp
-Gradi Sp
SA-5 |System Documentation 3 Grad!ent Scale
5-Gradient Scale SP
3-Gradient Scale SP
SA-8 [Security and Privacy Engineering Principles
Y yENE & P 5-Gradient Scale SP
i i S
SA-8(1) [Security and Privacy EngindClear Abstractions 3 Grad!ent Scale
5-Gradient Scale S
i i S
SA-8(2) [Security and Privacy EngindLeast Common Mechanism 3 Grad!ent Scale
5-Gradient Scale S
- ient Scal S
SA-8(3) [Security and Privacy EngindModularity and Layering 3 Grad!en Scale
5-Gradient Scale S
Partially Ordered 3-Gradient Scale S
SA-8(4) |Security and Privacy Enging
“) y yEng Dependencies 5-Gradient Scale S
i i S
SA-8(5) |Security and Privacy EngindEfficiently Mediated Access 3 Grad!ent Scale
5-Gradient Scale S
i i S
SA-8(6) |Security and Privacy EngindMinimized Sharing 3 Grad!ent Scale
5-Gradient Scale S
i i S
SA-8(7) |[Security and Privacy EngindReduced Complexity 3 Grad!ent Scale
5-Gradient Scale S
i i S
SA-8(8) [Security and Privacy EngindSecure Evolvability 3 Grad!ent Scale
5-Gradient Scale S
i i S
SA-8(9) [Security and Privacy Engind Trusted Components 3 Grad!ent Scale
5-Gradient Scale S
i i S
SA-8(10) [Security and Privacy EngindHierarchical Trust 3 Grad!ent Scale
5-Gradient Scale S
Inverse Modification 3-Gradient Scale S
SA-8(11) |S it d Pri Engi
(11) |Security and Privacy nglneThreshold 5-Gradient Scale S
3-Gradient Scal S
SA-8(12) [Security and Privacy EngindHierarchical Protection re !en cae
5-Gradient Scale S
3-Gradient Scal S
SA-8(13) [Security and Privacy EngindMinimized Security Elements re !en cae
5-Gradient Scale S
3-Gradient Scal S
SA-8(14) [Security and Privacy Engindleast Privilege re !en cae
5-Gradient Scale S
3-Gradient Scal S
SA-8(15) [Security and Privacy EngingPredicate Permission re !en cae
5-Gradient Scale S
3-Gradient Scal S
SA-8(16) [Security and Privacy EngindSelf-reliant Trustworthiness re !en cae
5-Gradient Scale S
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S Distributed - i S
SA-8(17) [Security and Privacy Enging ecure ,I.S ribute 3 Grad!ent Scale
Composition 5-Gradient Scale S
Trusted Communications 3-Gradient Scale S
SA-8(18) [Security and Privacy Enging
(18) y yEng Channels 5-Gradient Scale S
i i S
SA-8(19) [Security and Privacy EngindContinuous Protection 3 Grad!ent Scale
5-Gradient Scale S
S Metadat - i S
SA-8(20) [Security and Privacy Enging ecure Vietadata 3 Grad!ent Scale
Management 5-Gradient Scale S
N i S
SA-8(21) [Security and Privacy EngingSelf-analysis 3 Grad!ent Scale
5-Gradient Scale S
Accountability and 3-Gradient Scale S
SA-8(22) [Security and Privacy Enging
(22) y yEng Traceability 5-Gradient Scale S
i i S
SA-8(23) [Security and Privacy EngindSecure Defaults 3 Grad!ent Scale
5-Gradient Scale S
- i S
SA-8(24) [Security and Privacy EngingSecure Failure and Recovery 3 Grad!ent Scale
5-Gradient Scale S
i i S
SA-8(25) [Security and Privacy EngindEconomic Security 3 Grad!ent Scale
5-Gradient Scale S
3-Gradient Scal S
SA-8(26) [Security and Privacy EngindPerformance Security rad!en cae
5-Gradient Scale S
3-Gradient Scal S
SA-8(27) [Security and Privacy EngindHuman Factored Security e !en cae
5-Gradient Scale S
3-Gradient Scale SP
SA-8(28) [Security and Privacy EngindAcceptable Securit
(28) ¥ yEng P ¥ 5-Gradient Scale SP
Repeatable and Documented| 3-Gradient Scal S
SA-8(29) [Security and Privacy Enging P . e !en cae
Procedures 5-Gradient Scale S
3-Gradient Scal S
SA-8(30) [Security and Privacy EngindProcedural Rigor re !en cae
5-Gradient Scale S
3-Gradient Scal S
SA-8(31) [Security and Privacy EngingSecure System Modification ra !en cae
5-Gradient Scale S
3-Gradient Scal S
SA-8(32) [Security and Privacy EngingSufficient Documentation ra !en cae
5-Gradient Scale S
3-Gradient Scal P
SA-8(33) [Security and Privacy EngindMinimization ra !en cae
5-Gradient Scale Ps
R i S
SA-9 |[External System Services 3 Grad!ent Scale
5-Gradient Scale Sp
Risk A ts and 3-Gradient Scal S
SA-9(1) |[External System Services 'S sses.smen san = !en s
Organizational Approvals 5-Gradient Scale Sp
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Identification of Functions, - i | S

SA-9(2) |External System Services icatt unct 3 Grad!ent Scale
Ports, Protocols, and 5-Gradient Scale S
Establish and Maintain Trust - i | S

SA-9(3) |[External System Services ,l o intal . ! 3 Grad!ent Scale
Relationship with Providers | 5-Gradient Scale Sp
Consistent Interests of - i | S

SA-9(4) |External System Services I ) 3 Grad!ent Scale
Consumers and Providers 5-Gradient Scale S
Processing, Storage, and - ient Scal S

SA-9(5) |[External System Services . N8 . € 3 Grad!en cae
Service Location 5-Gradient Scale S
Organization-controlled - i Scal S

SA-9(6) |External System Services ganzatl . 3 Grad!ent cae
Cryptographic Keys 5-Gradient Scale S
Organization-controlled - ient Scal S

SA-9(7) |External System Services € ,IZ : . 3 Grad!en cae
Integrity Checking 5-Gradient Scale S
. Processing and Storage 3-Gradient Scale S

- Ext | System S

SA-9(8) |External System Services Location — U.S. Jurisdiction | 5-Gradient Scale S
- ient Scal S

SA-10 |Developer Configuration Management 3 Grad!en Scale
5-Gradient Scale S
Software and Firmware -Gradient | S

SA-10(1) [Developer Configuration M W, . I ,W 3 rad!en Scale
Integrity Verification 5-Gradient Scale S
Alternative Configuration 3-Gradient Scal S

SA-10(2) [Developer Configuration M W gurat! rad!en cae
Management Processes 5-Gradient Scale S
Hardware Integrit 3-Gradient Scal S

SA-10(3) |Developer Configuration M, . W . erty L !en s
Verification 5-Gradient Scale S
3-Gradient Scal S

SA-10(4) [Developer Configuration MTrusted Generation e !en cae
5-Gradient Scale S
Mapping Integrity for 3-Gradient Scal S

SA-10(5) [Developer Configuration M p.pl € ety re !en cae
Version Control 5-Gradient Scale S
3-Gradient Scal S

SA-10(6) [Developer Configuration MTrusted Distribution e !en cae
5-Gradient Scale S
Security and Privac 3-Gradient Scal S

SA-10(7) |Developer Configuration M unty . vacy re !en cae
Representatives 5-Gradient Scale Sp
3-Gradient Scale SP

SA-11 |Devel Testi d Evaluati

eveloper Testing and Evaluation = Gradient Scale <P
Devel Testi d 3-Gradient Scal S

SA-11(1) |SSVEIOPErTestngand \qiotic Code Analysis radient >cae
Evaluation 5-Gradient Scale S
SA-11(2) Developer Testing and Threat Modeling and 3-Gradient Scale S
Evaluation Vulnerability Analyses 5-Gradient Scale S
SA-11(3) Developer Testing and Independent Verification of | 3-Gradient Scale SP
Evaluation Assessment Plans and 5-Gradient Scale SP

53




i d - i S
SA-11(4) Developer Testing an Manual Code Reviews 3 Grad!ent Scale
Evaluation 5-Gradient Scale S
i d - i S
SA-11(5) Developer Testing an Penetration Testing 3 Grad!ent Scale
Evaluation 5-Gradient Scale S
i d - i S
SA-11(6) Developer Testing an Attack Surface Reviews 3 Grad!ent Scale
Evaluation 5-Gradient Scale S
SA-11(7) Developer Testing and Verify Scope of Testing and | 3-Gradient Scale S
Evaluation Evaluation 5-Gradient Scale S
i d - i S
SA-11(8) Developer Testing an Dynamic Code Analysis 3 Grad!ent Scale
Evaluation 5-Gradient Scale S
SA-11(9) Developer Testing and Interactive Application 3-Gradient Scale S
Evaluation Security Testing 5-Gradient Scale S
- ient Scal SP
SA-15 |Development Process, Standards, and Tools 3 Grad!en Scale
5-Gradient Scale SP
Development Process . . 3-Gradient Scale S
SA-15(1 ! uality Metrics
(1) Standards, and Tools Q ¥ 5-Gradient Scale Sp
SA-15(2) Development Process, Security and Privacy Tracking| 3-Gradient Scale SP
Standards, and Tools Tools 5-Gradient Scale SP
Development Process N . 3-Gradient Scale S
SA-15(3 ! Criticality Analysis
3) Standards, and Tools y v 5-Gradient Scale S
i i S
SA-15(5) Development Process, Attack Surface Reduction 3 Grad!ent Scale
Standards, and Tools 5-Gradient Scale S
Development Process, . 3-Gradient Scale S
SA-15(6 Continuous Improvement
(®) Standards, and Tools P 5-Gradient Scale S
SA-15(7) Development Process, Automated Vulnerability 3-Gradient Scale S
Standards, and Tools Analysis 5-Gradient Scale S
SA-15(8) Development Process, Reuse of Threat and 3-Gradient Scale S|
Standards, and Tools Vulnerability Information 5-Gradient Scale S
Development Process . 3-Gradient Scale SP
SA-15(10 ! Incident Response Plan
(10) Standards, and Tools P 5-Gradient Scale SP
SA-15(11) Development Process, Archive System or 3-Gradient Scale S
Standards, and Tools Component 5-Gradient Scale Sp
SA-15(12) Development Process, Minimize Personally 3-Gradient Scale P
Standards, and Tools Identifiable Information 5-Gradient Scale Ps
3-Gradient Scale SP
SA-16 |Devel - ided Traini
eveloper-provided Training = Gradient Scale <P
3-Gradient Scal SP
SA-17 |Developer Security and Privacy Architecture and Design e !en cae
5-Gradient Scale SP
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- i SP
SA-17(1) [Developer Security and PriyFormal Policy Model 3 Grad!ent Scale
5-Gradient Scale SP
S ity-rel t - i S
SA-17(2) [Developer Security and Pri ecurity-relevan 3 Grad!ent Scale
Components 5-Gradient Scale S
- i [ S
SA-17(3) [Developer Security and PriyFormal Correspondence 3 Grad!ent Scale
5-Gradient Scale S
- i [ S
SA-17(4) |Developer Security and PriyInformal Correspondence 3 Grad!ent Scale
5-Gradient Scale S
. . . . 3-Gradient Scale S
SA-17(5) [Developer Security and PriyConceptually Simple Design -
5-Gradient Scale S
i i S
SA-17(6) [Developer Security and PriyStructure for Testing 3 Grad!ent Scale
5-Gradient Scale S
- ient Scal S
SA-17(7) |Developer Security and PriyStructure for Least Privilege 3 Grad!en Scale
5-Gradient Scale S
i i S
SA-17(8) [Developer Security and PriyOrchestration 3 Grad!ent Scale
5-Gradient Scale S
-Gradient Scal S
SA-17(9) [Developer Security and PriyDesign Diversity 3 rad!en Scale
5-Gradient Scale S
3-Gradient Scal S
SA-20 |Customized Development of Critical Components rad!en cae
5-Gradient Scale S
i i S
SA-21 |Developer Screening 3 Grad!ent Scale
5-Gradient Scale S
3-Gradient Scale S
SA-22 |Unsupported System Components
PP y P 5-Gradient Scale S
i i S
SA-23 |Specialization 3 Grad!ent Scale
5-Gradient Scale S
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® g
g 8 2= e
- . vodel g g2 3% g%
System and Communications Protection (SC) Collaboration g5 & ‘g‘ e 20
Index Value 3S 32 g3 32
= c =°© o
o 3 -
- m
- i SP
SC-1 |Policy and Procedures 3 Grad!ent Scale X X X
5-Gradient Scale SP
i i S
SC-2  |Separation of System and User Functionality 3 Grad!ent Scale X X
5-Gradient Scale S)
Interf: for Non-Privileged | 3- i S
SC-2(1) fon of System and User Fund nterfaces for Non-Privileged | 3 Grad!ent Scale
Users 5-Gradient Scale S
i i S
SC-2(2) [on of System and User FunqDisassociability 3 Grad!ent Scale
5-Gradient Scale S
- i S
SC-3  |Security Function Isolation 3 Grad!ent Scale X
5-Gradient Scale S
- i S
SC-3(1) |Security Function Isolation|Hardware Separation 3 Grad!ent Scale
5-Gradient Scale S
A d Flow Control - i S
SC-3(2) |Security Function Isolation cces§ andrlowtontro 3 Grad!ent Scale
Function 5-Gradient Scale S
Minimize N it -Gradi S
SC-3(3) |Security Function Isolation |n|ntuze .onsecurl ¥ 3 Grad!ent Scale
Functionality 5-Gradient Scale S
Module Coupli d - i S
SC-3(4) |Security Function Isolation © u.e Oupling an 3 Grad!ent Scale
Cohesiveness 5-Gradient Scale S
- i S
SC-3(5) |Security Function Isolation|Layered Structures 3 Grad!ent Scale
5-Gradient Scale S
- i S
SC-4  |Information in Shared System Resources 3 Grad!ent Scale X X
5-Gradient Scale Sp
Multilevel or Period - i S
SC-4(2) |Information in Shared Syst ! |e\{e orreriods 3 Grad!ent Scale
Processing 5-Gradient Scale S
R i S
SC-5 |Denial-of-Service Protection 3 Grad!ent Scale
5-Gradient Scale S
R ict Abili A k - i S
sC-5(1) |Denial-of-Service Protecti estrict Ability to Attac 3 Grad!ent Scale
Other Systems 5-Gradient Scale S
ity, B idth - i S
5C-5(2) |Denial-of-Service Protectio Capacity, Bandwidth, and 3 Grad!ent Scale
Redundancy 5-Gradient Scale S
- i S
SC-5(3) |Denial-of-Service Protectio| Detection and Monitoring 3 Grad!ent Scale
5-Gradient Scale S
i i S
SC-6  |Resource Availability 3 Grad!ent Scale
5-Gradient Scale S
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3-Gradient Scale S
SC-7 |Boundary Protection
oundary Frotec 5-Gradient Scale S
3-Gradient Scale S
SC-7(3) |Boundary Protection Access Points
(3) |Boundary Prote 5-Gradient Scale S
External Telecommunication | 3-Gradient Scale S
SC-7(4) |Boundary Protecti
(4) |Boundary Protection Services 5-Gradient Scale Sp
. Deny by Default - Allow by 3-Gradient Scale S
SC-7(5) |Boundary Protect
(5) |Boundary Protection Exception 5-Gradient Scale S
. Split Tunneling for Remote 3-Gradient Scale S
- d Protect
SC-7(7) {Boundary Protection Devices 5-Gradient Scale S
Route Traffic to 3-Gradient Scale S
- Protecti
SC-7(8) {Boundary Protection Authenticated Proxy Servers | 5-Gradient Scale S
Restrict Threatening 3-Gradient Scale S
SC-7(9) |Boundary Protecti
(9)|Boundary Protection Outgoing Communications 5-Gradient Scale S
3-Gradient Scale S
SC-7(10) |Boundary Protecti Prevent Exfiltration
(10) Boundary Protection 5-Gradient Scale Sp
. Restrict Incoming 3-Gradient Scale S
SC-7(11) |Boundary Protection Communications Traffic 5-Gradient Scale S
3-Gradient Scal S
SC-7(12) |Boundary Protection Host-Based Protection rad!en cae
5-Gradient Scale S
Isolation of Security Tools, 3-Gradient Scale S
C-7(13) |Boundary Protecti
SC-7(13) |Boundary Protection Mechanisms, and Support 5-Gradient Scale S
Protect Against 3-Gradient Scale S
- d Protecti
SC-7(14) |Boundary Protection Unauthorized Physical 5-Gradient Scale S
3-Gradient Scal S
SC-7(15) |Boundary Protection Networked Privileged Access e !en cae
5-Gradient Scale S
. Prevent Discovery of System | 3-Gradient Scale S
-7(16) |Boundary Protect
SC-7(16) |Boundary Protection Components 5-Gradient Scale S
5C-7(17) |Boundary Protection Automated Enforcement of | 3-Gradient Scale S
v Protocol Formats 5-Gradient Scale S
3-Gradient Scale S
- i Fail S
SC-7(18) |Boundary Protection ail Secure = Gradient Scale S
5C-7(19) |Boundary Protection Block Communication From | 3-Gradient Scale S
y Non-Organizationally 5-Gradient Scale S
Dynamic Isolation and 3-Gradient Scale S
SC-7(20) |Boundary Protecti
(20) |Boundary Protection Segregation 5-Gradient Scale S
Isolation of System 3-Gradient Scale S
SC-7(21) |Boundary Protecti
(21) |Boundary Protection Components 5-Gradient Scale S
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Separate Subnets for 3-Gradient Scale S
-7(22) |Boundary Protecti
SC-7(22) |Boundary Protection Connecting to Different 5-Gradient Scale S
. Disable Sender Feedback on | 3-Gradient Scale S
- t
SC-7(23) |Boundary Protection Protocol Validation Failure 5-Gradient Scale S
Personally Identifiable 3-Gradient Scale SP
- d Protecti
SC-7(24) |Boundary Protection Information 5-Gradient Scale SP
Unclassified National 3-Gradient Scale S
SC-7(25) |Boundary Protecti
(25) |Boundary Protection Security System Connections | 5-Gradient Scale S
Classified National Security 3-Gradient Scale S
-7(26) |B d Protecti
SC-7(26) |Boundary Protection System Connections 5-Gradient Scale S
Unclassified Non-National 3-Gradient Scale S
SC-7(27) |Boundary Protecti
(27) |Boundary Protection Security System Connections | 5-Gradient Scale S
Connections to Public 3-Gradient Scale S
- Protecti
SC-7(28) |Boundary Protection Networks 5-Gradient Scale S
. Separate Subnets to Isolate | 3-Gradient Scale S
- t
SC-7(29) |Boundary Protection Functions 5-Gradient Scale S
3-Gradient Scale S
SC-8 |T ission Confidentialit d Integrit
ransmission Confidentiality an grity = Gradient Scale Sp
. . 3-Gradient Scal S
SC-8(1) |Transmission Confidentiali{Cryptographic Protection e !en cae
5-Gradient Scale S
SC-8(2) |Transmission Confidentiali Pre- and Post-Transmission 3-Gradient Scale S
Handling 5-Gradient Scale Sp
. . ._,.]Cryptographic Protection For| 3-Gradient Scale S
-8(3) |T Confidentialif
SC-8(3) |Transmission Confidentiali Message Externals 5-Gradient Scale S
. ) ..J]Conceal or Randomize 3-Gradient Scale S
SC-8(4) |Transmission Confidentialif o -
Communications 5-Gradient Scale Sp
. ) . ..|Protected Distribution 3-Gradient Scale S
SC-8(5) |Transmission Confidentialif -
System 5-Gradient Scale Sp
SC-10 |Network Disconnect 3-Gradient Scale >
5-Gradient Scale S
3-Gradient Scale S
SC-11 |Trusted Path = Gradient Scale S
Irrefutable Communications | 3-Gradient Scale S
SC-11(1) |Trusted Path Path 5-Gradient Scale S
3-Gradient Scal S
SC-12 |Cryptographic Key Establishment and Management ra !en cae
5-Gradient Scale S
3-Gradient Scale S
- i Establish Availabilit
SC-12(1) |Cryptographic Key Establisl Availability = Gradient Scale S
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- i [ S
SC-12(2) |Cryptographic Key Establisk Symmetric Keys 3 Grad!ent Scale
5-Gradient Scale S
- i | S
SC-12(3) |Cryptographic Key Establisf Asymmetric Keys 3 Grad!ent Scale
5-Gradient Scale S
. . . 3-Gradient Scale S
SC-12(6) |Cryptographic Key Establisl Physical Control of Keys -
5-Gradient Scale S
3-Gradient Scale S
SC-13 |Cryptographic Protection
yprograp 5-Gradient Scale Sp
i i S
SC-15 |Collaborative Computing Devices and Applications 3 Grad!ent Scale
5-Gradient Scale Sp
Physical or Logical - i S
SC-15(1) |Collaborative Computing D 'y5|ca or toglca 3 Grad!ent Scale
Disconnect 5-Gradient Scale S
Disabling and Removal in 3-Gradient Scale S
SC-15(3) |Collaborative C ting D
(3) |Collaborative Computing Secure Work Areas 5-Gradient Scale S
Explicitly Indicate C t - jient Scal S
SC-15(4) |Collaborative Computing D xP ICI Y Indicate LUrren 3 Grad!en scale
Participants 5-Gradient Scale Sp
-Gradi Sp
SC-16 |Transmission of Security and Privacy Attributes 3 Grad!ent Scale
5-Gradient Scale SP
3-Gradient Scal S
SC-16(1) |Transmission of Security arIntegrity Verification re !en cae
5-Gradient Scale S
3-Gradient Scal S
SC-16(2) |Transmission of Security arfAnti-Spoofing Mechanisms re !en cae
5-Gradient Scale S
3-Gradient Scale S
SC-16(3) |Transmission of Security ar{Cryptographic Bindin
(3) y yptograp g 5-Gradient Scale Sp
i i S
SC-17 |Public Key Infrastructure Certificates 3 Grad!ent Scale
5-Gradient Scale S
i i S
SC-18 |Mobile Code 3-Gradient Scale
5-Gradient Scale S
Identify U table Cod - i S
5C-18(1) |Mobile Code entify naccep.a e _o e |3 Grad!ent Scale
and Take Corrective Actions | 5-Gradient Scale Sp
Acquisiti Devel t - i S
5C-18(2) |Mobile Code cquisition, Development, 3 Grad!ent Scale
and Use 5-Gradient Scale S
P tD loadi d - i S
5C-18(3) |Mobile Code reven' ownloading an 3 Grad!ent Scale
Execution 5-Gradient Scale S
- i S
SC-18(4) |Mobile Code Prevent Automatic Execution 3 Grad!ent Scale
5-Gradient Scale S
All E tion Only i - i S
5C-18(5) |Mobile Code on xecu |_on nly in 3 Grad!ent Scale
Confided Environments 5-Gradient Scale S
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$C-20 Secure Name/Address Resolution Service 3-Gradient Scale S
(Authoritative Source) 5-Gradient Scale S
Secure Name/Address - i | S

SC-20(2) ) . / ) Data Origin and Integrity 3 Grad!ent Scale
Resolution Service 5-Gradient Scale S
sc21 Secure Name/Address Resolution Service (Recursive or | 3-Gradient Scale S
Caching Resolver) 5-Gradient Scale S
522 Architecture and Provisioning for 3-Gradient Scale S
Name/Address Resolution Service 5-Gradient Scale S
i i S

SC-23 |[Session Authenticity 3 Grad!ent Scale
5-Gradient Scale S
Invalidate Session Identifi - i S

$C-23(1) |Session Authenticity nvalidate Session Identifiers | 3 Grad!ent Scale
at Logout 5-Gradient Scale S
Uni System-G ted - i S

$C-23(3) |Session Authenticity mq_ue yS et‘n. enerate 3 Grad!ent Scale
Session ldentifiers 5-Gradient Scale S
Allowed Certificate - ient | S

SC-23(5) |Session Authenticity W o " 3 Grad!en scale
Authorities 5-Gradient Scale S
N i S

sC-24 |Fail in Known State 3-Gradient Scale
5-Gradient Scale S
i i S

$C-25 |Thin Nodes 3-Gradient Scale
5-Gradient Scale S
- i S

sc-26 |Decoys 3 Grad!ent Scale
5-Gradient Scale Sp
3-Gradient Scal S

SC-27 |Platform-Independent Applications re !en cae
5-Gradient Scale S
-Gradi SP

SC-28 |Protection of Information at Rest 3 Grad!ent Scale
5-Gradient Scale SP
3-Gradient Scal S

SC-28(1) ptection of Information at R|Cryptographic Protection re !en cae
5-Gradient Scale S
3-Gradient Scal SP

SC-28(2) ptection of Information at R|Offline Storage ra !en cae
5-Gradient Scale SP
3-Gradient Scal S

SC-28(3) ptection of Information at R|Cryptographic Keys e !en cae
5-Gradient Scale S
i i S

SC-29 |Heterogeneity 3 Grad!ent Scale
5-Gradient Scale S
3-Gradient Scal S

SC-29(1) |Heterogeneity Virtualization Techniques ra !en cae
5-Gradient Scale S
i i S

SC-30 |Concealment and Misdirection 3 Grad!ent Scale
5-Gradient Scale S
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N i S
SC-30(2) |Concealment and Misdirec]lRandomness 3 Grad!ent Scale
5-Gradient Scale S
Ch P i d - i S
SC-30(3) |Concealment and Misdirec anse roce.ssmg an = Grad!ent scale
Storage Locations 5-Gradient Scale S
i i S
SC-30(4) |Concealment and Misdirec|Misleading Information 3 Grad!ent Scale
5-Gradient Scale S
C | t of Syst - i S
SC-30(5) |Concealment and Misdirec onceaiment of System 3 Grad!ent Scale
Components 5-Gradient Scale S
i i S
SC-31 |Covert Channel Analysis 3 Grad!ent Scale
5-Gradient Scale S
Test C t Ch Is f - i S
$C-31(1) |Covert Channel Analysis es _ove'r' annels for 3 Grad!ent Scale
Exploitability 5-Gradient Scale S
- i S
SC-31(2) |Covert Channel Analysis  [Maximum Bandwidth 3 Grad!ent Scale
5-Gradient Scale S
M Bandwidth i - i S
SC-31(3) |Covert Channel Analysis easure an W.l " 3 Grad!ent Scale
Operational Environments 5-Gradient Scale S
-Gradient Scal S
SC-32 |System Partitioning 3 rad!en scale
5-Gradient Scale S
L Separate Physical Domains 3-Gradient Scale S
SC-32(1) [Syst Partit
(1) |System Partitioning for Privileged Functions 5-Gradient Scale S
i i S
SC-34 |Non-Modifiable Executable Programs 3 Grad!ent Scale
5-Gradient Scale S
- i S
SC-34(1) |Non-Modifiable ExecutablgNo Writable Storage 3 Grad!ent Scale
5-Gradient Scale S
. Integrity Protection and 3-Gradient Scale S
SC-34(2) |Non-Modifiable Executablg
(2) Read-Only Media 5-Gradient Scale Sp
i i S
SC-35 |External Malicious Code Identification 3 Grad!ent Scale
5-Gradient Scale S
- i S
SC-36 |Distributed Processing and Storage 3 Grad!ent Scale
5-Gradient Scale S
3-Gradient Scal S
SC-36(1) |Distributed Processing and|Polling Techniques ra !en cae
5-Gradient Scale S
3-Gradient Scal S
SC-36(2) |Distributed Processing and|Synchronization ra !en cae
5-Gradient Scale S
- i S
SC-37 |Out-of-Band Channels 3 Grad!ent Scale
5-Gradient Scale S
E Deli d 3-Gradient Scal S
SC-37(1) |Out-of-Band Channels nsure . e'lveryan a !en cae
Transmission 5-Gradient Scale S
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i i S

SC-38 [Operations Security 3 Grad!ent Scale
5-Gradient Scale Sp
i i S

SC-39 |Process Isolation 3 Grad!ent Scale
5-Gradient Scale S
i i S

SC-39(1) |Process Isolation Hardware Separation 3 Grad!ent Scale
5-Gradient Scale S
S te E tion D i - i S

$C-39(2) |Process Isolation eparate Execution Domain | 3 Grad!ent Scale
Per Thread 5-Gradient Scale S
i i S

SC-40 |Wireless Link Protection 3 Grad!ent Scale
5-Gradient Scale S
i i S

SC-40(1) |Wireless Link Protection |Electromagnetic Interference 3 Grad!ent Scale
5-Gradient Scale S
i i S

SC-40(2) |Wireless Link Protection |Reduce Detection Potential 3 Grad!ent Scale
5-Gradient Scale S
Imitati Manipulati - i S

$C-40(3) |Wireless Link Protection mita |ve.or \ anipula |ve'3 3 Grad!ent Scale
Communications Deception | 5-Gradient Scale S
Signal P t - i S

SC-40(4) |Wireless Link Protection |gna' . aréme er 3 Grad!ent Scale
Identification 5-Gradient Scale S
i i S

SC-41 |Port and I/O Device Access 3 Grad!ent Scale
5-Gradient Scale S
i i S

SC-42 |Sensor Capability and Data 3 Grad!ent Scale
5-Gradient Scale Sp
. Reporting to Authorized 3-Gradient Scale S

SC-42(1) |S Capability and Dat

(1) |Sensor Capability and Data Individuals or Roles 5-Gradient Scale Sp
3-Gradient Scal S

SC-42(2) |Sensor Capability and Data|Authorized Use e !en cae
5-Gradient Scale Sp
3-Gradient Scal P

SC-42(4) |Sensor Capability and Data[Notice of Collection e !en cae
5-Gradient Scale Ps
3-Gradient Scal P

SC-42(5) |Sensor Capability and Data|Collection Minimization ra !en cae
5-Gradient Scale Ps
R i S

SC-43 [Usage Restrictions 3 Grad!ent Scale
5-Gradient Scale Sp
i i S

SC-44 |Detonation Chambers 3 Grad!ent Scale
5-Gradient Scale S
3-Gradient Scal S

SC-45 |System Time Synchronization re !en cae
5-Gradient Scale S
. ___.|Synchronization with 3-Gradient Scale S

SC-45(1) |System T Synch t

(1) |System Time Synchroniza IAuthoritative Time Source 5-Gradient Scale S
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SC-45(2)

System Time Synchronizati

Secondary Authoritative
Time Source

3-Gradient Scale

5-Gradient Scale

3-Gradient Scale

SC-46 |Cross Domain Policy Enforcement -

5-Gradient Scale
SC-47 |Alternate Communications Paths 3—Grad!ent Scale
5-Gradient Scale
SC-48 |Sensor Relocation 3—Grad!ent Scale
5-Gradient Scale

Dynamic Relocation of - i |
SC-48(1) |Sensor Relocation y ! . ! . 3 Grad!ent Scale
Sensors or Monitoring 5-Gradient Scale
SC-49 |Hardware-Enforced Separation and Policy Enforcement 3—Grad!ent Scale
5-Gradient Scale
SC-50 |Software-Enforced Separation and Policy Enforcement 3—Grad!ent Scale
5-Gradient Scale
SC-51 |Hardware-Based Protection 3-Gradient Scale

5-Gradient Scale
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= 3 -
- | gl = =
Model E§Eg§§ g5
System and Information Integrity (S1) Collaboration 85 88 po £8
Index Value 23S 3z 28 32
= e =° )
S 3 =
3-Gradient Scale SP
SI-1 Poli dpP d
olicy and Procedures = Gradient Scale <P X X X X
3-Gradient Scale S
SI-2 FI Red ti
aw Reaemption 5-Gradient Scale S X X X
Automated Flaw 3-Gradient Scale S
SI-2(2) [FI Red ti
) aw Redemption Remediation Status 5-Gradient Scale S X X
Time to Remediate Flaws 3-Gradient Scale S
SI-2(3) [FI Red ti
3) aw Reaemption and Benchmarks for 5-Gradient Scale S
Automated Patch 3-Gradient Scale S
SI-2(4) [Flaw Redemption
@) P Management 5-Gradient Scale S
Automatic Software and 3-Gradient Scale S
SI-2(5) [Flaw Redemption
) P Firmware Updates 5-Gradient Scale S
Removal of Previous 3-Gradient Scale S
SI-2(6) [FI Red ti
() aw Redemption Versions of Software and 5-Gradient Scale S
3-Gradient Scale S
SI-3 Malici Code Protecti
alicious Code Protection = Gradient Scale S X X X
Updat ly by Privileged [3-Gradient Scal S
SI-3(4) [Malicious Code Protection pdates only by Frivilege re !en cae
Users 5-Gradient Scale S
3-Gradient Scale S
SI-3(6) [Malici Code Protection |Testi d Verificati
(6) alicious Code Protection [Testing and Verification = Gradient Scale S
Detect Unauthorized 3-Gradient Scale S
SI-3(8) [Malici Code Protecti
®) alicious Lode Frotection Commands 5-Gradient Scale S
3-Gradient Scale S
SI-3(10) |Malici Code Protecti Malici Code Analysi
(10) |Malicious Code Protection [Malicious Code Analysis = Gradient Scale 3
3-Gradient Scale S
Sl-4 Syst Monitori
ystem Vonitoring 5-Gradient Scale Sp X X X
. System-Wide Intrusion 3-Gradient Scale S
SI-4(1) |[System Monitorin
(1) 5y & Detection System 5-Gradient Scale S
Automated Tools and 3-Gradient Scale S
SI-4(2) [System Monitorin
(2) |5 & Mechanisms for Real-Time |5-Gradient Scale Sp X X
Automated Tool and 3-Gradient Scale S
SI-4(3) |Syst Monitori
(3)|System Monitoring Mechanism Integration 5-Gradient Scale S
Inbound and Outbound 3-Gradient Scale S
SI-4(4) [System Monitorin
@ |5 & Communications Traffic 5-Gradient Scale Sp X X
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SI-4(5) [System Monitoring System-Generated Alerts 3:2:::::: zz::z SSp
s147) [swtemmonitoring |G e [rcradientscl ;
SI-4(9) |System Monitoring Z:Zti'\r;]is;aan:itsoring ook ::g:::::: zz::z 2
s1410) [sptemMontoring | TIPS radiont e G
s [system Monitoring 0 ;
SI-4(12) |System Monitoring 2:;2?;?;5:?:ization- 2:2::::::: 22::2 Ssp
51-4(13) |System Monitoring é;;Z::STraffic and Event z:g::j:::: 22::2 SSp
SI-4(14) [System Monitoring Wireless Intrusion Detection 2:2::3:::: zz::z 2
sks) |sysemMonitoring |0 et s 3
sk4i1s) [sytemmontorng [/ 0
sk417) [systemmontoring | e 0
SI-4(18) [System Monitoring ?:f?llt\/rzeiil';affic and Covert 3:2::::2:: zz::z 2
SI-4(19) [System Monitoring Risk for Individuals ::g::::z:: :z::z :E
SI-4(20) [System Monitoring Privileged User ::g::::z:: 22::2 :E
SI-4(21) [System Monitoring Probationary Periods z:g::::::: 222:2 :E
sk4(22) [systemmonioring|C 0 e e 3
SI-4(23) [System Monitoring Host-Based Devices z:g::::::: 222:2 ssp
SI-4(24) [System Monitoring Indicators of Compromise 2:2::3:::: zz::z SSp
SI-4(25) [System Monitoring 2:;;:28 Network Traffic z:g::::::: zz::z 2
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. - N 3-Gradient Scale S
SI-5 Security Alerts, Advisories, and Directives -
5-Gradient Scale Sp
) .. |Automated Alerts and 3-Gradient Scale S
SI-5(1) [Security Alerts, Advisories, Advisories = Gradient Scale S
. . . T 3-Gradient Scale SP
SI-6 Security and Privacy Function Verification 5-Gradient Scale P
) ) |Automation Support for 3-Gradient Scale SP
SI-6(2) |S t dp Funct
(2) | Security and Privacy Functi Distributed Testing 5-Gradient Scale SP
3-Gradient Scale SP
SI-6(3) S it d Pri Functi|R t Verification Result
(3) [Security and Privacy Functi|Report Verification Results = Gradient Scale 5P
3-Gradient Scale S
SI-7  [Soft , Fi , and Inf tion Integrit -
oftware, Firmware, and Information Integrity = Gradient Scale 3
3-Gradient Scale S
1-7(1 i i
SI-7(1) [Software, Firmware, and InjIntegrity Checks = Gradient Scale S
Aut ted Notificati f |3-Gradient Scal S
SI-7(2) |Software, Firmware, and Ir| Y on?a e' o-| cations o re !en cae
Integrity Violations 5-Gradient Scale Sp
Centrally M d Integrity |3-Gradient Scal S
SI-7(3) [Software, Firmware, and In entrally Managed Integrity e !en cae
Tools 5-Gradient Scale S
Aut ted R t 3-Gradient Scal S
SI-7(5) [Software, Firmware, and In Y on?a e' es-ponse ° re !en cae
Integrity Violations 5-Gradient Scale Sp
. . . 3-Gradient Scale S
SI-7(6) [Software, Firmware, and IfCryptographic Protection = Gradient Scale S
Integrity of Detecti d 3-Gradient Scal S
SI-7(7) [Software, Firmware, and In ntegrity orLetection an ra !en cae
Response 5-Gradient Scale S
. Auditing Capability for 3-Gradient Scale S
SI-7(8) [Soft , F yand Il -
(8) |Software, Firmware, an nS|gn|f|cant Events 5-Gradient Scale Sp
. ) 3-Gradient Scale S
SI-7(9) |Software, Firmware, and Ir{Verify Boot Process = Gradient Scale S
3-Gradient Scal S
SI-7(10) [Software, Firmware, and InProtection of Boot Firmware ra !en cae
5-Gradient Scale S
. . I 3-Gradient Scale S
SI-7(12) [Software, Firmware, and InjIntegrity Verification = Gradient Scale S
3-Gradient Scal S
SI-7(15) [Software, Firmware, and InCode Authentication re !en cae
5-Gradient Scale S
Time Limit on P 3-Gradient Scal S
SI-7(16) [Software, Firmware, and In 'me I,ml o_n rocess e !en cae
Execution without 5-Gradient Scale S
Runtime Application Self- 3-Gradient Scal S
SI-7(17) [Software, Firmware, and In un |mc'3 ppiication >e re !en cae
Protection 5-Gradient Scale S
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58 |spam protection 3-Grad?ent Scale S
5-Gradient Scale S

SI-8(2) [Spam Protection Automatic Updates z:g:::::: zz::z 2
e = [
SI-10  [Information Input Validation ::g::::z:: 22::2 2
SI-10(1) [Information Input ValidatigManual Override Capability 3:2::::::: zz::z 2
SI-10(2) [Information Input ValidatiqReview and Resolve Errors 2:2::3:::: 22::2 2
SI-10(3) [Information Input ValidatidPredictable Behavior z:g::::::: 22::2 2
SI-10(4) [Information Input ValidatigTiming Interactions 2:2::::::: zz::z 2
SI-10(5) [Information Input Validatiqg zsztr::z Lnnpdurpt:r;)l'\r/:zted 2:2::3:::: zz::z 2
SI-10(6) [Information Input ValidatidInjection Prevention z:g::::::: zz::: 2
SI-11  [Error Handling igiiiﬂi iﬁili ssp
SI-12  |Information Management and Retention z:g:::::: zz::z :E
SI-12(1) [Information Management :_:]?:)i:nlzgtris:nn::gnlqii:ifiab|e ::g::::z:: zz::z :E
s+122) Information Mansgement [ IERE L Gradent sl 5
SI-12(3) [Information Management {Information Disposal z:g::::::: 222:2 :E
SI-13  |Predictable Failure Prevention 2:2::::::: 222:2 2
SI-13(1) [Predictable Failure Prevent ;Z;ii;;?ﬁt:imponent 2:2::::::: zz::i 2
SI-13(3) [Predictable Failure Prevent L\:/Ioan::zlnz:tr;sfer Between 2:2::::::: zz::z 2
s134) |Predictable Faiure prevend S0L PR on [Ecradient sl 3
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SI-13(5) [Predictable Failure PreventlFailover Capability 3:2::::2:: zz::z 2
SI-14  |Non-Persistence 3:2:23::: zz::z 2
s [Rompersistence |0 e 3
SI-14(2) [Non-Persistence Non-Persistent Information ::g::::z:: 22::2 2
SI-14(3) [Non-Persistence Non-Persistent Connectivity 2:2::::::: zz::z 2
SI-15  [Information Output Filtering 2:2::::::: 22::2 2
SI-16  |Memory Protection z:g::j:::: 22::2 2
SI-17  [Fail-Safe Procedures 2:2::::::: zz::z 2
SI-18 |Personally Identifiable Information Quality Operations z:g::::::: zz::z :s
SI-18(1) [Personally Identifiable Info|Automation Support z:g::::::: zz::: 2E
SI-18(2) [Personally Identifiable Info|Data Tags 2:2::::::: zz::z :5
SI-18(3) [Personally Identifiable Info|Collection i:g::::z:: 22::2 :s
SI-18(4) [Personally Identifiable Info|Individual Requests i:g::::z:: 22::2 :s
SI-18(5) [Personally Identifiable Info g:r;?o:f Correction or i:g::::::: 22::2 :5
SI-19  |De-ldentification ig::j:::t zz::z :S
SI-19(1) [De-ldentification Collection i:g::j:::: zz::: PPS
SI-19(2) [De-ldentification Archiving i:g::j:::t zz::: 2::
SI-19(3) [De-ldentification Release i:g::j:::t zz::: :s
siisi) [persenticaton | FORR IR o [cradintsae G
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SI-19(5) [De-Identification Statistical Disclosure Control 3:2::::2:: zz::z :s
SI-19(6) [De-ldentification Differential Privacy i:g:::::: 22::2 H
SI-19(7) [De-Identification Zg:jj:f: Algorithims and z:g::::::t 22::2 §E
SI-19(8) [De-Identification Motivated Intruder i:g::::::: 22::2 §E

SI-20  [Tainting ig::::::: 22::2 Ssp

SI-21  |Information Refresh i:g::::::: 22::2 Ssp

SI-22  |Information Diversity z:g::::::: zz::z ssp

SI-23  |Information Fragmentation z:g::::::: zz::z ssp
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» g
S _§ 2 =
Model 5 22 5% o2&
Supply Chain Risk Management (SR) Collaboration 85 88 o2 £9
Index Value 23S 3z 8 32
= c =°© o
S 3 =
3-Gradient Scale SP
SR-1 |Policy and Procedures
'y ! 5-Gradient Scale SP X X X
3-Gradient Scale SP
SR-2  |Supply Chain Risk M t P
upply Chain Risk Management Plan = Gradient Scale P X X X
3-Gradient Scale SP
SR-2(1) (S ly Chain Risk M 1| Establish SCRM T
(1) [Supply Chain Risk Manager|Establis eam = Gradient Scale P X X X
3-Gradient Scale S
SR-3 IS ly Chain Control dp
upply Chain Controls and Processes = Gradient Scale 5 X X X
3-Gradient Scale S
SR-3(1) (S ly Chain Control d [Di S lyB
(1) [Supply Chain Controls an iverse Supply Base = Gradient Scale S
3-Gradient Scal S
SR-3(2) [Supply Chain Controls and | Limitation of Harm e !en cae
5-Gradient Scale Sp
3-Gradient Scal S
SR-3(3) [Supply Chain Controls and |Sub-tier Flow Down e !en cae
5-Gradient Scale Sp
sra  |Provenance 3—Grad!ent Scale S
5-Gradient Scale S
3-Gradient Scal S
SR-4(1) [Provenance Identity L !en cae
5-Gradient Scale S
-Gradient Scal
SR-4(2) |Provenance Track and Trace 3 rad!en Scale >
5-Gradient Scale S
Vali i N 3- ient |
sR-4(3) |Provenance alidate as Genuine and Not Grad!en Scale S
Altered 5-Gradient Scale S
ly Chain | ity - - i |
SR-4(4) |Provenance SupPyC ain Integrity 3 Grad!ent Scale S
Pedigree 5-Gradient Scale S
3-Gradient Scal S
SR-5 |Acquisition Strategies, Tools, and Methods e !en cae X X X
5-Gradient Scale Sp
3-Gradient Scale S
SR-5(1) [A isition Strategies, Too|Ad te S |
(1) [Acquisition Strategies, Too|Adequate Supply = Gradient Scale S
A t Prior t 3-Gradient Scal S
SR-5(2) [Acquisition Strategies, Too ssess.men riorto L !en cae
Selection, Acceptance, 5-Gradient Scale S
3-Gradient Scal S
SR-6  |Supplier Assessments and Reviews e !en cae X X
5-Gradient Scale Sp
3-Gradient Scale S
SR-6(1) (S lier A t d I Testi d Analysi
(1) [Supplier Assessments and |Testing and Analysis = Gradient Scale S
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SR-7  |Supply Chain Operations Security 3:2::::2:: zz::z ssp
SR-8 |Notification Agreements z:g:::::: zz::z :E
SR-9  |Tamper Resistance and Detection ::g::::z:: zz::z 2
SR-9(1) [Tamper Resistance and De{Multiple Stages of SDLC ::g:::::: 22::2 2
SR-10 |Inspection of Systems or Components 2:2::::::: 22::2 2
SR-11 |Component Authenticity z:g::::::: zz::s 2
SR-11(1) |Component Authenticity [Anti-counterfeit Training z:g::j:::: 22::2 2
SR-11(2) |Component Authenticity gznmf:ogg:ztnifgecrsi:::tq?r 2:2::::::: zz::z 2
SR-11(3) |Component Authenticity |Anti-counterfeit Scanning 2:2::3:::: zz::z 2
SR-12 |Component Disposal 2:2::::::: zz::: ssp
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